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Contractor Compliance and Internal Investigations: 
New Practical Strategies for Unpredictable Times
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continued on page 21

Nearly two years ago, we wrote an article for The Pro-
curement Lawyer discussing “Contractor Compliance 
and Internal Investigations: Practical Strategies for 2023 
and Beyond.”1 The article examined the enforcement 
landscape for federal contractors and—breaking out the 
crystal ball—speculated on possible trends for Depart-
ment of Justice (DOJ) enforcement actions.

We detailed comments by then-Deputy Attorney 
General Lisa O. Monaco regarding the incentive to re-
ward companies “whose historical investments in com-
pliance enable voluntary self-disclosure.”2 Those com-
ments, coupled with the impending rollout of the DOJ 
Criminal Division’s pilot program on voluntary self-dis-
closures, helped us envision a system with a heavy focus 
on internal controls, timely investigations, and high-
pressure disclosure decisions.

What a difference a year (or two) makes. Since pub-
lication, there has been a significant national election, 
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CONTRACTOR COMPLIANCE AND INTERNAL INVESTIGATIONS: PRACTICAL STRATEGIES 
continued from page 1

policy changes intended to reduce the size of the federal 
government and minimize waste and abuse, and a cor-
responding shift in DOJ enforcement priorities. In Feb-
ruary 2025, an Executive Order paused all ongoing For-
eign Corrupt Practices Act (FCPA) investigations and 
enforcement actions and barred any new FCPA inves-
tigations and enforcement actions for six months.3 The 
current administration also rescinded the prior admin-
istration’s ethics-based Executive Order 13,989, which 
required every appointee in an executive agency ap-
pointed after January 20, 2021, to sign an ethics pledge 
and which prohibited the appointee from accepting gifts 
from lobbyists.4

Less than a week before issuing Executive Order 
14,209 pausing FCPA investigations, newly appointed 
Attorney General Pam Bondi issued more than a dozen 
memoranda to DOJ offices detailing the new administra-
tion’s agenda. Among the changes is a hard shift toward 
investigations “related to foreign bribery that facilitates 
the criminal operations of Cartels and [Transnation-
al Criminal Organizations].”5 Then, in June 2025, DOJ 
Deputy Attorney General Todd Blanche issued a memo-
randum further solidifying the shift away from tradition-
al FCPA enforcement priorities and toward conduct that 
causes identifiable harm to US companies and national 
security interests.6

This article revisits our prior assessment in light of the 
shifting enforcement environment under the new Trump 
administration and considers how contractors might re-
spond to the apparent shift away from traditional priori-
ties. We ask the question, “Given the current environ-
ment, can contractors take a step back from compliance 
programs and internal controls?” And, even more spe-
cifically, “How should contractors approach an immi-
nent voluntary self-disclosure decision under the current 
administration?”

We conclude that one thing is certain: Corporate 
compliance for government contractors has not suddenly 
become optional, or even dramatically pared down. An 
effective compliance program relies on long-term con-
sistency and benefits all aspects of the company. Con-
tractors should resist reacting to recent developments 
by weakening anticorruption or ethics compliance pro-
grams and practices. The administration’s pause in FCPA 
enforcement is temporary.7 The Trump administration’s 
final priorities and outcomes remain uncertain. Right 
now, however, adopting a “stay the course” focus on com-
pliance is wise counsel for every government contractor.

Likewise, companies should avoid revising value state-
ments or training with respect to anticorruption or eth-
ics. Strong and consistent compliance programs can at-
tract customers, investors, employees, and suppliers who 
are concerned about risks as well as those who value 
ethical practices. In addition, a strong and consistent 

anticorruption compliance program can detect opera-
tional weaknesses and mitigate the risk of an improper 
outflow of funds.

While the Executive Orders have attracted the atten-
tion of industry and might give the impression that the 
current administration is less interested in initiating en-
forcement actions, it is critical to remember that relevant 
statutes remain in place, and noncompliant conduct 
happening today could still be actionable under this ad-
ministration, or a future one.8 If anything, given the De-
partment of Government Efficiency’s (DOGE) focus on 
fraud, waste, and abuse, contractors should be even more 
wary of government clawbacks.

To get a sense of the administration’s enforcement pri-
orities, we will first examine two key Executive Orders 
and an important guidance update from the DOJ. We 
will then discuss some of the key compliance areas that 
should be on the radar for every federal contractor. This 
discussion will be forward-looking (cybersecurity), mind-
ful of more traditional compliance topics with proven 
staying power (small business), and will address areas of 
sweeping national security and public safety policies (im-
migration) because these areas are likely to remain prior-
ities for any administration when it comes to contractor 
compliance. We then conclude with key recommenda-
tions on what contractors should do to minimize their 
compliance risks and mitigate compliance breakdowns.

Executive Order 14,209, Pausing Foreign Corrupt 
Practices Act Enforcement to Further American Economic 
and National Security, dated February 10, 2025
Executive Order 14,209, Pausing Foreign Corrupt Prac-
tices Act Enforcement to Further American Econom-
ic and National Security (the FCPA Executive Order), 
halts ongoing and new investigations and enforcement 
actions for six months.9 The period of the pause in en-
forcement may be extended by the Attorney General for 
an additional six-month period until February 2026.10 
The FCPA Executive Order also directs the Attorney 
General to revise FCPA guidelines or policies to “ad-
equately promote the President’s Article II authority to 
conduct foreign affairs and prioritize American inter-
ests, American economic competitiveness with respect 
to other nations, and the efficient use of Federal law en-
forcement resources.”11 As of the date we are preparing 
this article, that updated guidance remains pending.

The FCPA Executive Order states that past enforce-
ment of the FCPA has been “stretched beyond proper 
bounds and abused in a manner that harms the interests 
of the United States,” which has led to excessive barri-
ers to American commerce abroad.12 On the same day 
it issued the FCPA Executive Order, the White House 
also issued a “Fact Sheet” including the corresponding 
mission statement of “stopping excessive, unpredictable 
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FCPA enforcement that makes American companies less 
competitive.”13

On June 9, 2025, on the heels of the FCPA Executive 
Order, Deputy Attorney General Todd Blanche issued 
a memorandum establishing “guidelines to ensure that 
FCPA investigations and prosecutions are carried out in 
accordance with [the administration’s] directive.”14 The 
primary takeaway from the memorandum is that FCPA 
enforcement will be redirected toward cases that affect 
US national security interests or otherwise harm Ameri-
can companies. We should expect that new enforcement 
actions will target corruption that disadvantages US 
companies or undermines access to global markets. Spe-
cifically, the memorandum states that DOJ will prioritize 
cases where there is a “specific and identifiable” harm to 
American companies or individuals.15 Logically, cases 
that do not hit these targets seem unlikely to be aggres-
sively pursued.

It is also clear that the administration wants to lever-
age FCPA enforcement against cartels and transnational 
criminal organizations. That objective was expressly stat-
ed in the FCPA Executive Order and was reiterated in 
this more recent memo. Bribery schemes that help these 
criminal groups gain power, launder money, or control 
infrastructure will receive heightened attention.16

On the flipside of these stated enforcement priorities, 
DOJ’s June 9, 2025, memorandum deemphasizes “cor-
porate conduct that involves de minimis or low-dollar, 
generally accepted business courtesies.”17 In making this 
statement, DOJ appears to lower the bar when it comes 
to facilitation payments by US entities operating abroad. 
These so-called “grease payments” already constitute a 
technical exception under the FCPA.18 The newly stated 
emphasis on “substantial bribe payments” therefore ap-
pears to move the target for the type of misconduct need-
ed to land on DOJ’s enforcement radar.19

Understandably, US contractors could view the ad-
ministration’s FCPA enforcement pause as a relief. The 
FCPA can make it objectively harder for US companies 
to do business abroad in several important (and very tan-
gible) ways. Most prominently, the FCPA prohibits com-
panies from paying, or promising to pay, anything of 
value in order to influence any action or decision of a for-
eign official, to secure an improper advantage, or retain 
business.20 This prohibition can place the company at a 
disadvantage when competing against foreign competi-
tors that are not so prohibited (and who routinely make 
those kinds of payments in the regular course of busi-
ness). DOJ’s new enforcement guidelines openly seek to 
level the international playing field for US businesses.

With all of that said, contractors should not be lulled 
into a false sense of security or reduce current anticor-
ruption and bribery compliance programs in response to 
the FCPA Executive Order or June 9, 2025, DOJ memo. 
As discussed below, DOJ’s revised enforcement priori-
ties do not eliminate the FCPA or provide contractors a 
“get-out-of-jail-free card.” This is a time for compliance 

departments to be agile and align with current risks and 
enforcement probabilities.

The FCPA Executive Order does not, and cannot, 
modify the FCPA statute. In addition, a five-year stat-
ute of limitations21 is generally applied to FCPA enforce-
ment. The ongoing validity of the FCPA and the rela-
tively long statute of limitations (spanning at least more 
than the length of a single presidential term) means 
that conduct today could be subject to enforcement 
under this administration (if current priorities change 
or evolve) or even the next administration. The require-
ments of the FCPA—including maintaining accurate 
books and records and implementing internal controls—
therefore still apply to federal contractors. Even during 
the pause, legal and reputational risks remain. This is 
particularly true for companies operating internation-
ally because they are also subject to the anti-bribery and 
corruption laws of other jurisdictions. For example, the 
United Kingdom has the UK Bribery Act 2010, which 
applies to companies operating in both the public and 
private sectors.22

The FCPA Executive Order also does not apply to 
the Foreign Extortion Prevention Act (FEPA), which 
was enacted in July 2024 and criminalizes the “demand 
side” of foreign bribery.23 The FEPA complements the 
FCPA by making it a crime for any foreign official to 
corruptly demand, seek, receive, accept, or agree to re-
ceive or accept, directly or indirectly, payments in re-
turn for taking certain actions and in connection with 
obtaining or retaining business.24 US companies may 
be impacted by FEPA compliance if the United States 
brings an action against a foreign official alleging that 
the official solicited a bribe from that company. To pro-
tect against entanglement in a FEPA enforcement ac-
tion, contractors should implement or maintain anti-
corruption compliance programs and take appropriate 
steps under the FCPA if there are any indications of a 
foreign official seeking improper payments.

Further, while the FCPA addresses DOJ enforcement, 
it does not bind other government enforcement agencies. 
For example, the Securities and Exchange Commission 
(SEC) has not formally changed its position that FCPA 
enforcement continues to be a high priority.25 It remains 
to be seen whether, and to what extent, the SEC will 
modify this stance under the leadership of Acting Chair-
man Mark Uyeda. We note that under Chairman Uye-
da’s leadership, the SEC has made a number of changes 
that more closely align the Commission with other ini-
tiatives of the Trump administration.26 Executive Order 
14,215, Ensuring Accountability for All Agencies, is-
sued on February 18, 2025 (the Independent Regulatory 
Agency Executive Order), appears to assert that the SEC, 
as an independent regulatory agency, is required to act 
consistent with and advance President Trump’s policies 
and priorities.27 Executive Order 14,215 states, “[t]he Pres-
ident and the Attorney General’s opinions on questions 
of law are controlling on all employees in the conduct of 
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their official duties. No employee of the executive branch 
acting in their official capacity may advance an inter-
pretation of the law as the position of the United States 
that contravenes the President or the Attorney General’s 
opinion on a matter of law, including but not limited to 
the issuance of regulations, guidance, and positions ad-
vanced in litigation, unless authorized to do so by the 
President or in writing by the Attorney General.”28 It re-
mains to be seen how the SEC will respond to the FCPA 
Executive Order and the Independent Regulatory Agen-
cy Executive Order.

Executive Order 14,148, Initial Recessions of Harmful 
Executive Orders and Actions, dated January 20, 2025
On January 20, 2025, the Trump administration issued 
Executive Order 14,148, which rescinded a large num-
ber of Executive Orders, including Biden-era Execu-
tive Order 13,989 that addressed ethics commitments by 
members of the executive branch (the Ethics Executive 
Order).29 The now-rescinded Ethics Executive Order 
required every appointee in an executive agency ap-
pointed after January 20, 2021, to sign an ethics pledge30 
and prohibited the appointee from accepting gifts from 
lobbyists.

While members of the executive branch no longer 
have to sign the Biden-era ethics pledge, there are vari-
ous federal and state laws that still prohibit improper 
payments to federal government employees and that reg-
ulate the activities of lobbyists. As a result, the recission 
of Executive Order 13,989 has little legal impact on fed-
eral contractors.

The Lobbying Disclosure Act of 1995 requires all lob-
byists to register and file reports semiannually that con-
tain certain specified information such as the name of 
the client on behalf of whom they are lobbying, the is-
sues on which the client has engaged them to lobby, the 
government officials contacted in connection with their 
lobbying, and an estimate of the amount the lobbyist 
will be paid by its client for the lobbying activities.31 This 
law, which remains in force, was enacted so that there is 
transparency in the activities of lobbyists and the gov-
ernment official with whom they interact.32

Bribery of US public officials is further prohibited by 
a number of federal laws. In particular, 18 U.S.C. § 201 
(Bribery of Public Officials) criminalizes offering a bribe to 
a public official and (separately) public officials who accept 
a bribe.33 The law prohibits the giving to or accepting of 
anything of value by a public official, if the thing is given 
“with intent to influence” an official act, or if it is received 
by the official “in return for being influenced.”34 The law 
also prohibits gratuities to public officials under certain 
circumstances.35 Many states have similar laws that pro-
hibit offering anything of value to a public official with the 
intent to influence an official act.36

Since the recission of Executive Order 13,989 does 
not appear to have a significant legal impact on existing 
laws and regulations, contractors should keep existing 

compliance practices in place when interacting with lob-
byists and government officials.

DOJ’s New White Collar and Corporate Enforcement 
Focus Areas
On May 12, 2025, DOJ announced that it is “turning a 
new page on white-collar and corporate enforcement.”37 
With this announcement, DOJ noted that it will priori-
tize investigating and prosecuting several high-impact 
areas of white-collar crime including health care fraud, 
procurement fraud, trade and customs fraud (including 
tariff evasion), offenses related to Chinese-owned com-
panies, financial fraud, and bribery.38 While DOJ noted 
specific focus areas and crimes of emphasis in its new 
policy memo, DOJ also recognized that “overbroad and 
unchecked corporate and white-collar enforcement bur-
dens US businesses and harms US interests,” also noting 
that “[DOJ’s] policies must strike an appropriate balance 
between the need to effectively identify, investigate, and 
prosecute corporate and individuals’ criminal wrongdo-
ing while minimizing unnecessary burdens on American 
enterprise.”39

While enforcement in certain areas continues to 
trend downward with the current administration, con-
tractors should remain vigilant and promote internal 
compliance. The DOJ’s emphasis on procurement fraud 
is a recent change, and it is uncertain how it will play out 
in the coming years.

Upcoming Conferences
2025 FALL FORUM
November 13–15, 2025
Hyatt Regency Hotel • Reston, Virginia
CLE—November 13–14, 2025
Council Meeting—November 15, 2025

2026 FEDERAL PROCUREMENT INSTITUTE
March 11–13, 2026
Westin Hotel • Annapolis, Maryland
Council Meeting—March 11, 2026
CLE—March 12–March 13, 2026

https://www.americanbar.org/groups/
public_contract_law/events/
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DOJ Evaluation of Corporate Compliance Programs 
Guidance
In September 2024, DOJ updated its “Evaluation of Cor-
porate Compliance Programs” (ECCP) guidance.40 The 
ECCP guidance is written to assist federal prosecutors in 
evaluating the effectiveness of a company’s compliance 
program when that company is facing criminal enforce-
ment.41 While there have been shifts in enforcement 
policy since the issuance of the ECCP update in late 
2024, it remains on the DOJ Criminal Division web-
site. The ECCP can therefore serve as a valuable tool for 
companies to evaluate how their compliance programs 
would be judged in a hypothetical enforcement action.

The ECCP guidance is centered around three 
questions:

1.	 Is the corporation’s compliance program 
well-designed?

2.	 Is the program being applied earnestly and in good 
faith?

3.	 Does the corporation’s compliance program work in 
practice?42

The latest changes to the guidance included addi-
tions to three areas: (i) emerging technologies (includ-
ing artificial intelligence (AI)), (ii) whether a compliance 
program has appropriate access to data, and (iii) whistle-
blower incentives and protection.43

In terms of emerging technologies, the new ECCP 
guidance advises that contractors should evaluate wheth-
er their compliance programs appreciate risks that inte-
grating new technology (for example, increased reliance 
on AI) creates for the company, assess those technolo-
gy-driven risks, and put controls in place to mitigate any 
potential consequences from the new technology. Com-
panies’ compliance personnel should be present at meet-
ings discussing new systems, documenting their con-
cerns, and cognizant of any policy adopted, or updated, 
for using the technology.

Another of the new focus areas under the ECCP guid-
ance concerns compliance programs’ access to resources 
and data.44 Compliance programs using data analytics 
tools effectively could earn credit from the DOJ dur-
ing enforcement actions if the data analytics help iden-
tify problems that might otherwise escape detection. 
In building effective compliance programs, companies 
should consider the ratio of resources, technology, and 
data provided for compliance purposes to those provided 
for commercial purposes. The guidance does not address 
a “correct” ratio—but best practices would suggest one 
should not vastly outpace the other.

The last major update to the ECCP guidance empha-
sized DOJ’s continued commitments to rewarding and 
protecting whistleblowers. Contractors must have suffi-
cient policies and training to prevent retaliation against 
whistleblowers. Relating to DOJ’s continued focus on 
whistleblowers as a tool for identifying misconduct, we 

will discuss DOJ enforcement actions and the decision of 
self-disclosure in the following sections.

Government Enforcement Actions Targeting Fraud, 
Waste, and Abuse Will Continue
In our 2023 article, we emphasized that internal compli-
ance controls remain critical because government en-
forcement actions are a clear and present danger for fed-
eral contractors. Among others, we highlighted the need 
to strengthen internal controls in areas including cyber-
security and small business contracting compliance.

We were hardly going out on a limb with this forecast, 
but our prediction was correct. Irrespective of the pause 
in FCPA enforcement, the record shows an ongoing ap-
petite by DOJ to claw back funds under the civil False 
Claims Act (FCA).45 For fiscal year 2024, DOJ report-
ed over $2.9 billion in FCA settlements and judgments 
alone.46

Settlements and judgments in the billions underscore 
DOJ’s continued commitment to enforcing the FCA to 
combat fraud and protect taxpayer funds. Given DOGE’s 
focus on fraud, waste, and abuse, contractors should fully 
expect compliance actions to continue or increase.

We will briefly examine two settlements DOJ an-
nounced since our last publication that seem to prove 
this point.

DOJ Enforcement—Cybersecurity Compliance
Cybersecurity remains the most buzzworthy federal com-
pliance issue. With the publication of the final CMMC 
rules in October 2024,47 the Cybersecurity Maturi-
ty Model Certification (CMMC) 2.0 program is final. 
This news should be on the radar for all federal contrac-
tors—and particularly those that contract with the De-
partment of Defense (DOD). Bottom line: Cybersecu-
rity clauses will be part of your contracts soon (if not 
already), and failure to comply can lead to significant 
penalties.

For example,48 DOJ recently announced a $4.6 million 
civil FCA settlement with a federal contractor arising 
out of allegations that the company failed to comply with 
DOD cybersecurity requirements included in its govern-
ment contracts.49 The government alleged that the con-
tractor violated the FCA by submitting claims for pay-
ment despite knowing it was not in compliance with the 
cybersecurity obligations included in its contracts.50

The most prominent cybersecurity clauses applicable to 
federal contractors are found at Defense Federal Acquisi-
tion Regulation Supplement (DFARS) 252.204-7008 and 
252.204-7012. Collectively, the solicitation provision and 
contract clause, respectively, require DOD contractors and 
subcontractors (with contracts incorporating the clause) 
to maintain adequate security with regard to covered con-
tractor information systems (including, at a minimum, the 
standards set forth in the applicable version of NIST SP 
800-171). Contractors and subcontractors also must post 
summary level scores of current NIST SP 800-171 DOD 
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assessments to the Supplier Performance Risk System, 
which has a score range of –203 to 110.

In the settlement under review, the contractor ac-
knowledged outsourcing cloud storage of emails that 
did not meet the DFARS requirement.51 The contractor 
also failed to implement required security controls under 
NIST SP 800-171 and did not prepare a written plan for 
each of its covered systems related to cybersecurity infra-
structure. Most notably, the contractor submitted a sum-
mary level score of 104—and then failed to update that 
score for more than a year after a third-party consultant 
assigned it a score of –142.52 Critical to our discussion 
below regarding self-reporting disclosures, the contractor 
did not seek to update its score until after learning that a 
government investigation was underway.

DOJ’s settlement is the latest in a series of enforce-
ment actions under DOJ’s Civil Cyber-Fraud Initiative. 
Since October 2021, DOJ has focused on cybersecurity-
related enforcement through the FCA, with some inves-
tigations and settlements targeting DOD contractors.

As cyberattacks increase in frequency and sophistica-
tion, DOJ will keep focusing on protecting sensitive gov-
ernment information and personal data privacy under 
federal contracts. This recent settlement shows that 
DOD contractors should remain vigilant in ensuring 
that they comply with the cybersecurity requirements 
in their contracts, including confirming compliance by 
third-party vendors used in supporting their work.

DOJ Enforcement—Small Business Contracting 
Compliance
Unlike the emerging issue of cybersecurity, small busi-
ness contracting compliance has been a prominent area 
of enforcement for well over a decade. As an issue with 
bipartisan support (protecting small businesses), the 
maze of regulations impacting both large and small busi-
nesses offers DOJ a target-rich environment for contrac-
tors who find themselves out of compliance with the 
Small Business Administration’s complicated web of 
regulations.

In a recent settlement, DOJ clawed back more than $1.3 
million in federal funds related to allegations that a contrac-
tor, Whitcraft Companies (Whitcraft), violated the FCA by 
continuing to hold itself out as a small business concern and 
compete for set-aside contracting opportunities—even after 
Whitcraft became affiliated with a large business when it 
was acquired by a private equity firm.53

For about five years after the acquisition, Whitcraft 
competed against legitimate small businesses and secured 
more than 71 small business set-aside contracts that it 
was not eligible to receive.54

Unlike the contractor in our cybersecurity example, 
Whitcraft discovered the violation as part of its own in-
ternal due diligence, and the company made the deci-
sion to self-report. The company received credit in the 
settlement for the voluntary disclosure and cooperation 
with the government during the investigation.55 These 

settlement credits underscore the importance of volun-
tary self-disclosures, as we discussed in our 2023 article.

DOJ Enforcement—Immigration
In the first 100 days, the Trump administration has 
pushed greater border enforcement and mass deporta-
tions through immigration-related Executive Orders in 
an effort to reshape the US immigration system. While 
there are ongoing challenges to Trump’s immigration 
actions at the US Supreme Court, the DOJ is deter-
mined to penalize institutions that support illegal im-
migration. A February 2025 memorandum states that 
DOJ “shall use all available criminal statutes to combat 
the flood of illegal immigration that took place over the 
last four years, and to continue to support the Depart-
ment of Homeland Security’s immigration and removal 
initiatives.”56

Federal contractors should be aware of laws that pro-
hibit “resisting, obstructing, and otherwise failing to 
comply with lawful immigration-related commands and 
requests.”57 The DOJ will concentrate its efforts investi-
gating such incidents.58 With the emphasis on immigra-
tion, federal contractors should review company hiring 
practices, documentation requirements, and any relevant 
policies that could be construed as efforts to impede law-
ful federal immigration operations.

Deciding Whether to Self-Disclose
Our prior article discussed considerations that should in-
form contractors’ voluntary self-disclosure decisions.59 
Our primary consideration was the cooperation credit—
a concept emphasized by then-Deputy Attorney General 
Monaco in her 2022 speech. The bottom line, accord-
ing to Monaco, was that responsible contractors that act 
diligently in identifying compliance failures and pro-
duce the relevant facts and documents for DOJ’s review 
should receive consideration commensurate with that 
cooperation at the penalty phase.

Back in 2023, our forecast placed a great deal of em-
phasis on how DOJ would roll out and conduct its self-re-
porting program. Under the pilot program, launched in 
April 2024, individual reporters could obtain non-pros-
ecution agreements for self-reporting compliance viola-
tions—provided they met a number of criteria.60

Now, more than a year later, DOJ has published a new 
Corporate Enforcement and Voluntary Self-Disclosure 
Policy (CEP).61 Under the new policy, DOJ will not pros-
ecute a company for criminal conduct if it satisfies the 
following updated criteria:62 

1.	 The company voluntarily self-disclosed the 
misconduct;

2.	 The company fully cooperated with the DOJ’s 
investigation;

3.	 The company timely and appropriately remediated 
the misconduct; and

4.	 There are no aggravating circumstances.63
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There are also additional benefits for companies who 
disclose misconduct but cannot satisfy the four criteria 
listed above.64 Along with the new CEP, DOJ also pub-
lished an updated Corporate Whistleblower Awards 
Pilot Program.65 The new pilot program discusses a whis-
tleblower’s eligibility for award, considerations for pay-
ment of awards, and other updated information.66 Fraud 
against the government in connection with federal con-
tracts or federal programs is one of the areas in which 
whistleblowers are eligible for award.67

Where do the new policies place a contractor con-
sidering self-reporting (for example) an FCPA violation? 
The administration has publicly announced (at least 
temporarily) a shift in focus away from enforcement of 
the infraction. It is easy to see why some contractors may 
choose to stay silent. After all, why make yourself a target 
for significant fines (or worse) when the government’s at-
tention is focused elsewhere?

On the flip side, as noted above, the hypothetical con-
duct at issue remains illegal under the FCPA. While fail-
ing to disclose now could delay the consequences, it is 
likely that DOJ’s priorities will shift again. If that is the 
case, you could lose the opportunity to take advantage of 
the self-reporting option—and the potential cooperation 
credit that comes with it.

In another circumstance, self-reporting an FCA vio-
lation presents a different risk analysis. DOJ continues 
to use the FCA as its most effective tool in combatting 
fraud, posting record numbers of settlements over the 
past several years.68 In addition, DOJ recently announced 
that investigating and prosecuting health care, federal 
programs, and procurement fraud were among its top pri-
orities,69 while also publishing a new Corporate Whis-
tleblower Awards Pilot Program.70 While the adminis-
tration seems to be trending away from enforcement in 
certain areas, the same does not appear to be true for the 
FCA. That said, self-reporting would allow companies to 
receive valuable cooperation credit.

In considering the voluntary self-reporting question, 
compliance failures should be treated as a “bet the com-
pany” proposition. And to be clear, taking the wrong 
path can lead to severe outcomes. Depending on the 
violation, DOJ enforcement actions bring the threat 
of significant financial penalties, suspension or debar-
ment from federal contracting, and even prison time for 
individuals.

As a matter of best practice, contractors should not 
“bet the company” on the way the current political wind 
is blowing. Compliance programs and internal controls 
are meant to operate over the long term. Contractors 
faced with a triggering event should trust the process—
including conducting an appropriate investigation and 
determining whether there is sufficient evidence to con-
sider a voluntary disclosure.

If the decision is made not to disclose, it should not 
be a matter of “playing the odds.” In the event that DOJ 
investigates, contractors must be prepared to discuss the 

nature of the internal investigation, the underlying facts, 
and documentation and rationale justifying the decision 
against disclosure.

Conclusion
While the current administration’s priorities seem to 
have shifted away from certain enforcement priori-
ties, contractors nevertheless should maintain strong 
compliance programs. The current FCPA enforce-
ment priorities and other Trump administration actions 
discussed in this article may change in future adminis-
trations, or the pause on enforcement may be lifted. In 
the meantime, the compliance obligations of the busi-
ness community remain because the relevant statutes 
remain in force and breaking the law always carries 
consequences. An effective compliance program will 
rely on consistency and stability over the long term to 
protect a company from significant penalties, no matter 
how the winds may shift.   PL
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