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to disclose to the government) should be serious, delib-
erate, and process driven. Internal compliance programs
should provide a smooth transition to an internal investi-
gation when required, including standards for how to con-
duct the investigation. Standard measures include:

® How will the company review and collect documents?
e Who are the relevant witnesses who should be
interviewed—and who will conduct those interviews?
e Will outside counsel be involved?
— Should the investigation conclude with a written
Diana Lyn Curtis McGraw Nicholas T. Solosky report!

W

Allegations of misconduct on a federal project represent In this article, we examine the internal and external

a significant crossroads for a government contractor. The triggering events that require companies to initiate in-

contractor must quickly assess the source of the allega- ternal investigations. We also walk through the practical

tions and whether they rise to the level of requiring dis- steps of conducting an investigation, including properly

closure to the government. staffing an investigative team, preparing for witness inter-
The process of making that determination (i.e., whether views, and ensuring that investigation reports and other

important investigation materials remain protected.
This article also tackles the monumental question

Diana Lyn Curtis McGraw is a partner in the Washington, D.C., office of

Fox Rothschild. As amember of the firm’s Federal Government Contracts O_f the steps a Contr_aCtor r_leeds to take if t‘he lnveSt}ga’
group, she centers her practice on federal compliance and provides advice on tion uncovers credible evidence of an actionable viola-
bet-the-company risks. She conducts investigations and counsels companies tion (whether actual or even potential). The question
on potential exposure to allegations of misconduct related to the False of whether to disclose can become a “bet-the-company”

Claims Act, Anti-Kickback Act, and CTIP wiolations. She leverages her
insider perspective, having managed a federal compliance program for a
leading U.S. federal contractor, to provide practical and pragmatic regula-

proposition. Disclosing a potential violation may lead to
fines and other substantial penalties, but those results

tory advice. Nicholas T. Solosky is a partner in the Washington, D.C., pale in comparison to the consequences of failing to dis-
office of Fox Rothschild. He represents government contractors in a full close or to conduct a proper internal investigation. Such
range of federal and public contracts, with an emphasis on regulatory com- inaction can lead to the same fines and penalties (and

pliance, procurement disputes, and claim resolution. His experience in-

likely in higher dollar amounts), as well as suspension,
cludes advising on internal investigations and the prosecution and defense of Y £ ) P

suits brought under the False Claims Act, Anti-Kickback Act and the de.ba_rment‘ mcre?sed government scrutiny, and even
Procurement Integrity Act. He also represents protestors and intervenors in criminal prosecution.
bid protest matters in federal procurements. continued on page 10

Published in The Procurement Lawyer, Volume 58, Number 1, Winter 2023. © 2023 by the American Bar Association. Reproduced with permission. Al rights reserved. This information or any portion
thereof may not be copied or disseminated in any form or by any means or stored in an electronic database or retrieval system without the express written consent of the American Bar Association.



CONTRACTOR COMPLIANCE AND INTERNAL
INVESTIGATIONS

continued from page 1

Bottom Line Up Front—Assessing the Enforcement
Landscape in 2023 and Beyond

To develop a rational compliance and internal investi-
gation program, contractors should start by taking a step
back and assessing the current landscape.

The Biden White House and Department of Justice
(DQOJ) have strongly emphasized the enforcement of cor-
porate compliance (including holding individuals ac-
countable for corporate wrongdoing). As discussed in
more detail below, this compliance initiative is high-
lighted by a new focus on cybersecurity with the Civil
Cyber Fraud Initiative.!

At the same time that the DOJ is ramping up enforce-
ment, it is incentivizing voluntary self-disclosure of mis-
conduct as a means of avoiding harsh penalties. As
Deputy Attorney General Lisa O. Monaco stated in a
2022 speech, “In many cases, voluntary self-disclosure
is a sign that the company has developed a compliance
program and has fostered a culture to detect miscon-
duct and bring it forward. Our goal is simple: to reward
those companies whose historical investments in com-
pliance enable voluntary self-disclosure and to incentiv-
ize other companies to make the same investments going
forward.”

The implication is clear: Contractors that have rea-
sonable processes in place to identify, isolate, investigate,
and self-disclose misconduct are in a position to save
money (significant fines, penalties, and costs) and pre-
serve goodwill (avoiding guilty pleas, compliance moni-
tors, and sanctions like suspension and debarment).

Based on this guidance, contractors should take pro-
active steps to:

¢ Implement robust compliance programs (and
assess institution requirements related to cyberse-
curity as part of those programs);

e Review internal controls related to investigating
reported misconduct; and

e Reconsider internal benchmarks for voluntary
self-disclosure.

Compliance Programs and the Role of Internal
Investigations

Contractors that do business with the federal govern-
ment are already living in the age of mandatory compli-
ance programs and reporting requirements.

The Federal Acquisition Regulation (FAR) requires
the vast majority of federal contractors to have a written
code of business ethics and conduct (Code).> Through
its Code, the contractor must establish a business eth-
ics awareness and compliance program within 90 days of
contract award that provides training to principals,
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employees, agents, and subcontractors (as appropriate)
on the organization’s standards, procedures, and other
aspects of the code of ethics and compliance with an in-
ternal control system.*

Practical Best Practices Sidebar: A contractor’s goal
in drafting and implementing the Code should not be
checking a box or meeting minimum requirements.
Contractors should be thoughtful about potentially
troublesome compliance issues and address those issues
in detail as part of the Code.> Contractors should also
take seriously the emphasis on employee training. Em-
ployees in the field (rather than in the C-suite) are most
likely to encounter compliance failures early on. Train-
ing those employees to identify, isolate, and properly re-
port compliance issues is the best first line of defense.

Under the Code, the contractor must “timely disclose,
in writing, to the agency Office of the Inspector General
(QIG), with a copy to the Contracting Officer,” any cred-
ible evidence (down to the subcontractor level) of viola-
tions . . . in connection with the “award, performance, or
closeout of [the] contract.” The disclosure requirement
set forth in 48 C.ER. § 52.203-13 is mandatory.” “In ful-
filling this legal obligation, contractors are not required
to carry out a complex investigation, but only need to
take reasonable steps that the contractor considers suffi-
cient to determine that the evidence is credible.”

Recent Enforcement Trends

The vital role of internal corporate investigations is
highlighted by recent government enforcement ac-
tions and penalties. In each of the examples below, the
government brought a significant enforcement action
against a contractor for alleged compliance failures.

Cybersecurity
Cybersecurity is the newest compliance frontier for
government contractors.

The Department of Defense (DoD) has made headlines
in recent years with the Cybersecurity Maturity Model
Certification (CMMC) program. The DoD implemented
the program in June 2019, followed in fairly short order by
updated versions 1.0 and 2.0. While the program remains
in flux (with still more changes and requirements set to ap-
pear in 2023), do not be fooled. The vast majority of gov-
ernment contracts contain cybersecurity requirements
that contractors need to comply with right now.

The purpose of cybersecurity is to safeguard govern-
ment information from “cyber incidents.” Contractors
that submit certifications on federal projects are usu-
ally certifying that they are taking such steps. Recently,
the government made news by bringing a first-of-its-kind
False Claims Act action against a contractor that mis-
represented the status of its cybersecurity compliance
program.’

Small Business Fraud
Small business contracting fraud remains a common
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area of government investigations and enforcement.
The reason is at least twofold. First, there is a biparti-
san agreement on protecting the integrity of small busi-
ness programs. That is, contracts set aside for small busi-
nesses should be awarded to and performed by legitimate
small business concerns. Second, small businesses often
lack robust compliance departments, making violations
(even unintentional ones) low-hanging fruit.

The DQOJ’s focus on protecting the integrity of small
business programs was at the heart of a recent multimil-
lion-dollar settlement. The DOJ alleged that a contractor
falsely continued to certify its status as a “small business
concern” even after being acquired by an other-than-
small business—resulting in the wrongful award of 22
contracts intended to be set aside for small businesses.!°

Other Contract Clauses

While not the most helpful advice, the truth is that
compliance issues can arise under any contract clause re-
quiring contractor compliance. It is hopeful to the point
of naivete for a contractor to expect that every one of

its employees will know the precise requirements of all
clauses in its contract. Instead, the goal of a good com-
pliance program is to train employees to know common
pitfalls and report even suspected problems (even if they
are unsure of the precise nature of the violation).

A helpful example is the Buy American Act (BAA),!
a domestic preference statute that, in a nutshell, requires
contractors to use American-made goods on federal proj-
ects. In 2022, the DOJ continued to conduct enforce-
ment actions against contractors that wrongfully signed
certifications while supplying foreign products.?

There are a plethora of FAR clauses implementing the
BAA for various types of materials, as well as exceptions
for various trade act source countries.” While individual
employees may not know the precise BAA variation at
issue, a baseline understanding of domestic preference
requirements could help to identify and avert a compli-
ance issue before it becomes a true compliance failure.

The Triggering Event

Having established how compliance issues can arise
(which is to say, from just about anywhere in a contract),
we turn to the most common sources for how contrac-
tors learn about potential violations. Whether the infor-
mation comes from inside the company or from external
sources, contractors need to implement effective moni-
toring procedures and treat all allegations seriously. Not
every incident will require the kind of full-blown inves-
tigation discussed in this article, but they should all be
examined with appropriate rigor and in good faith.

Employee Complaints and Whistleblower Reports

A good compliance program focuses on employee train-
ing and education. This is because employees on the
front lines are most likely to become aware of miscon-
duct at the time it happens—Ilong before it reaches
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upper management or the C-suite.

For this reason, a contractor’s internal control pro-
grams should include mechanisms for employees to re-
port issues quickly and effectively and in a risk-free way.
At a minimum, this should include complying with the
Code requirement of an “internal reporting mechanism,
such as a hotline, which allows for anonymity or confi-
dentiality, by which employees may report suspected in-
stances of improper conduct, and instructions that en-
courage employees to make such reports.”*

Special care is needed because contractors must make
these reporting options available to employees while si-
multaneously avoiding even the appearance of the threat
of retaliation. State and federal laws broadly prohibit
whistleblower retaliation, including protections against
legally actionable retaliation under the Civil False
Claims Act.P

Audits and Other Internal Processes

In addition to compliance programs and other mecha-
nisms designed for the express purpose of rooting out
compliance issues, contractors should also pay attention
to more common operational processes (like audits and
financial reports) for evidence of anomalies that may sig-
nal misconduct.

By integrating these processes into the company’s cul-
ture of compliance, contractors can treat internal audits
and reviews as components of their risk mitigation tools.
Results can be shared with employees as part of regular
Code trainings and updates—and, of course, any irregu-
larities should be reviewed and investigated if warranted.

The Investigation Team: Who Should Conduct the
Investigation
There are several approaches to fielding an investiga-
tion team. Generally, the team should be determined by
the type of investigation, the individuals involved, the
seriousness of the accusations, and whether it is likely
to result in a disclosure. Companies may use internal in-
vestigators or an outside legal counsel team. There are
advantages and disadvantages to each. For example, an
internal investigation team may already have good rap-
port with certain witnesses, but for that reason may not
be perceived as neutral. An outside legal team, by con-
trast, brings the assurance of objectivity, but may lack
working knowledge of the company culture and employ-
ee relationships. It is also not necessary for the investi-
gation team to be attorneys to maintain work product
protection.'®

Regardless of which approach is selected, the investi-
gators, in addition to understanding the applicable laws,
should possess the following soft skills:

e Attention to Detail. It is essential that any investiga-
tor has the ability to focus on the investigation and
retain information gleaned from witness interviews
and document reviews, as well as the judgment, to
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identify patterns or inconsistencies in determining
the relevant facts and timeline of events.

e Objectivity and Freedom From Bias. Objectivity is
necessary to understand what happened to cause
the triggering event. While the investigator is put-
ting together the pieces, they need to keep an open
mind and not jump to unsupported conclusions. It
is also key that the investigator remain neutral.

e [nterpersonal Skills. Especially during witness inter-
views, it is important that the investigator build a
rapport with the witness to solicit relevant facts.
Witnesses can be nervous or even combative, so
investigators must be able to adjust their approach
to put the witness at ease and elicit the most rele-
vant information to determine what happened.

e Good Judgement of Character. Investigators need to
determine the credibility of the source of informa-
tion. Witnesses do not generally admit when they
are trying to obscure the truth. A good investigator
will need to read the room, understand body lan-
guage and facial expressions, and then determine
whether the witness is being truthful. Most impor-
tantly, they will have to actively listen to identify
any inconsistencies in statements.

Conducting Witness Interviews
Witness interviews are a critical step in any investiga-
tion. To determine whether there is credible evidence
of a violation, the investigation team needs to discover
the relevant facts. Witnesses may prove helpful in un-
derstanding what happened, who was involved, the se-
quence of events, and motives behind individual ac-
tions. That said, not all witnesses will be forthcoming
and some may be inclined to work against the objectives
of the investigation team. Investigators need to know
how to read the room and adjust the strategy accordingly
to obtain the relevant facts needed. At every step, inves-
tigators should be evaluating the credibility of witnesses
and the veracity of the statements made.

Before conducting interviews, the investigation team
should consider:

o Preparation and Identification of Key Documents.
Conducting a thorough document review is an im-
portant pre-interview step. These documents give
the investigation team a glimpse into the relevant
facts and a starting point before the initiation of
interviews. Additionally, documents could be used
during interviews to corroborate consistent state-
ments, refresh witnesses’ recollections, and con-
front witnesses when it appears they are not being
honest or telling the whole story.

o Sequence and Timing of Interviews. Generally, in-
terviews are conducted in order of importance,
leaving the most important interviews toward the
end, which allows the investigation team to be
as informed as possible during critical interviews.
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However, this order of witnesses may be impact-
ed by other factors such as witness availability or
potential termination. Additionally, it is ideal to
conduct interviews over a relatively short period
of time. This mitigates the likelihood that witness-
es will tip off or discuss their responses with other
witnesses on the interview list.

e Method for Conducting the Interview. The most ef-
fective method for conducting witness interviews
is in person because it allows the investigator to
glean additional information from the witness’s
body language, facial expressions, and other social
cues.

e Individual Witness Factors. The investigation team
should look into the background of each witness
to learn the individual’s history, experiences, and
relationships. This background information may
help the interviewer make a better connection
with the witness and understand if there is any ul-
terior motive or hidden agenda behind the witness
statements, or if the witness has a propensity to tell
the truth.

The Upjohn Warning
Before the interview begins, attorneys must establish
the ground rules with employee witnesses by giving an
“Upjohn warning.” This warning, which stems from the
U.S. Supreme Court’s decision in Upjohn Co. v. United
States,'” requires attorneys conducting internal investi-
gation interviews to inform their corporate employee in-
terviewees of the scope of the investigation and disclose
who the attorneys represent.

Specifically, an Upjohn warning should consist of:

® An explanation of the general subject matter(s)
under investigation and that the company retained
the attorney to provide legal advice;

e A clear notice that the attorney represents the em-
ployer company and not the interviewee;

e A statement that the interview is confidential and
subject to attorney-client privilege, but that it is
the company employer that has the right to exer-
cise that privilege;

¢ An explanation that, as the client, the company
employer may choose to waive the attorney-client
privilege and reveal what is discussed during the
interview to third parties;

¢ Direction that the employee interviewee should
treat the interview as confidential and not disclose
what is discussed to anyone, in order to protect the
company’s attorney-client privilege; and

® An opportunity for the interviewee to ask ques-
tions about the Upjohn recitals and a confirmation
that the interviewee understands the ground rules
prior to commencing the interview.

The Upjohn warning is a crucial first step in every
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internal investigation interview that must not be over-
looked. Without the Upjohn recitals, employee inter-
viewees may erroneously believe that the interviewing
attorney represents them as employees, along with the
company employer that hired the attorney. The Up-
john warning protects the attorney-client privilege of the
company client and satisfies the interviewing attorney’s
ethical obligations when dealing with unrepresented
individuals.

Failure to give an Upjohn warning or providing an in-
sufficient warning may result in the following:

e The company client losing its exclusive right to
control the privilege connected to the internal in-
vestigation communications;

e [fapplicable, a loss of cooperation credit in con-
nection with a DOJ investigation of alleged civil
or criminal misconduct; and/or

e Discipline by the attorney’s local bar for violation
of the rules of professional conduct.

If an interviewee erroneously believes that the inter-
viewing attorney represents them as an individual, such
interviewee may attempt to claim the attorney-client
privilege over matters discussed during the interview.
For example, in a 2005 case before the Fourth Circuit,
employees interviewed during an internal investiga-
tion attempted to quash a subpoena requesting informa-
tion about such interviews, alleging that such commu-
nications were privileged.”® The company employer had
agreed to waive its attorney-client privilege and turn over
the records related to the interviews, but the interviewed
employees moved to quash the subpoena, claiming they
also had a privilege over the communications."”

Although the district court (and later the Fourth Cir-
cuit) ultimately held that the employees failed to prove
they were clients of the interviewing attorneys, the
Fourth Circuit openly criticized “the watered-down ‘Up-
john warnings’ the investigating attorneys gave.”?® The
Fourth Circuit noted that:*!

Similarly, employee interference in the company employ-
er’s decision to disclose information communicated dur-
ing an internal investigation can also negatively impact
cooperation credit the company can receive during a DOJ
investigation. Under the DOJ’s guidelines, credit may be
given as a mitigating factor in connection with a crimi-
nal or civil investigation of misconduct.?? To be eligible for
cooperation credit, a company under investigation must
timely identify all individuals substantially involved in the
misconduct and provide “all relevant facts relating to that

misconduct.””

If employees unreasonably interfere with a
company’s decision to turn over privileged discussions and
related information to the DOJ, such delay may result in a
loss of cooperation credit for the company and strain its re-

lationship with DO]J investigators.
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Finally, providing adequate Upjohn warnings is part of
an attorney’s ethical obligations when working with un-
represented individuals and when conducting interviews.
Under ABA Model Rule 4.1, an attorney shall not know-
ingly “make a false statement of material fact or law to a
third person” in the course of representing a client. Fur-
ther, under ABA Model Rule 4.3, an attorney “shall not
state or imply that the lawyer is disinterested” or “give
legal advice to an unrepresented person.” Knowingly fail-
ing to inform an employee about who actually holds the
privilege over internal investigation communications or
providing legal advice to the interviewee may amount to
ethical violations that open the interviewing attorney up
to discipline by their local bar administration.

Upjohn warnings are essential to protecting a corpo-
rate client’s attorney-client privilege and to conducting
an ethical internal investigation. Attorneys must ensure
that adequate Upjohn warnings are given before each and
every employee interview and that interviewees under-
stand the legal relationship and privileges at play before
asking substantive questions about the subject matter of
the investigation.

The Report

Despite the broad reach of discovery,* investigation ma-
terials and reports may receive protection under attor-
ney-client privilege or attorney work-product doctrine,
but neither protection is automatic.

Generally, “factual investigations performed by attor-
neys as attorneys fall comfortably within the protection
of the attorney-client privilege.”” “In the context of an
organization’s internal investigation, if one of the signifi-
cant purposes of the internal investigation was to obtain
or provide legal advice, the privilege will apply.”?® The
burden of demonstrating that a document is protected
is on the party asserting the doctrine.”” While attorney-
client privilege and attorney work-product doctrine func-
tion similarly to protect it from discovery, they serve dis-
tinct purposes:*®

The attorney-client privilege protects “(1) a communi-
cation (2) made between privileged persons (3) in confi-
dence (4) for the purpose of obtaining or providing legal
assistance for the client.”” The privilege exists “to encour-
age full and frank communication between attorneys and
their clients and thereby promote broader public interests
in the observance of law and administration of justice.”*
The privilege is not limitless and “protects only those com-
munications that are confidential and are made for the pur-

31 For this reason,

pose of seeking or receiving legal advice.
courts must narrowly construe attorney-client privilege
“because it comes with substantial costs and stands as an

obstacle of sorts to the search for truth.”*?

Similarly, the work-product doctrine shields from dis-
covery “documents and tangible things that are prepared
in anticipation of litigation or for trial by or for another
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party or its representative (including the other par-

ty’s attorney, consultant, surety, indemnitor, insurer, or
agent).”® While a party may at times secure through dis-
covery materials prepared in anticipation of litigation,**
those circumstances are limited. The party must show a
substantial need for the materials to prepare its case and
that it cannot, without undue hardship, obtain their sub-
stantial equivalent by other means.” Even if the party is
able to show substantial need and undue hardship, the
attorney work-product doctrine protects the mental im-
pressions, conclusions, opinions, or legal theories of an
attorney or other representative of a party prepared in
anticipation of litigation and such are “afforded near ab-
solute protection from discovery.”

That said, once the report is determined to be pro-
tected, it is imperative that the company is careful not
to waive these protections.’” Merely making a disclo-
sure in accordance with FAR 52.203-13 will not waive
work-product protections.’® “To find waiver, a court
must find that there has been disclosure of a commu-
nication or information covered by the attorney-client
privilege or work-product protection. But we will not
infer a waiver merely because a party’s disclosure cov-
ers the same topic as that on which it had sought legal
advice.”

However, providing the DOJ the report will likely
waive these protections because not all courts recognize
selective waiver:*

The client cannot be permitted to pick and choose among
his opponents, waiving the privilege for some and resur-
recting the claim of confidentiality to obstruct others, or to
invoke the privilege as to communications whose confiden-
tiality he has already compromised for his own benefit. . . .
The attorney-client privilege is not designed for such tacti-
cal employment.*!

A federal judge in the Western District of North Car-
olina recently held that “the involuntary or compelled
production of privileged or protected documents does not
waive otherwise applicable claims of privilege so long as
the privilege holder objects and takes reasonable steps to
protect its claims of privilege and protection.™ It is un-
clear if other courts will follow suit.

From a practical perspective, when a company de-
cides to share protected materials with the government
and risks waiving attorney-client privilege or work-prod-
uct doctrine, the company should, at a minimum, ask
the government to issue a subpoena and/or enter into
a confidentiality agreement under which production of
the privileged materials would not waive privilege. There
may be other circumstances when a company should de-
cide not to cooperate. Sharing an investigation report
comes with substantial risk of waiver.

The Mandatory Disclosure Rule
[t is longstanding policy that “Government contractors
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must conduct themselves with the highest degree of in-
tegrity and honesty.”® In an effort to promote a culture

of compliance and to create greater oversight to identify
and prevent violations of civil and criminal laws, the FAR
Council published the mandatory disclosure rule, FAR
52.203-13. Contractors have an obligation to timely re-
port credible evidence of a violation of federal criminal
law involving fraud, conflict of interest, bribery or gratuity
violations, or a violation of the civil False Claims Act.*
Moreover, contractors have an obligation to report cred-
ible evidence of any significant overpayments received.®
These obligations remain ongoing for at least three years
after receipt of final payment on a contract.*

In 2022, contractors made 398 mandatory disclosures
to the U.S. Department of Defense’s OIG “that identi-
fied $25.1 million in potential monetary recoveries for
the government.™ Disclosures may be communicated in
several ways, including email, mail, or hand-delivery, but
must be provided in writing. According to reports pre-
sented to Congress, these are a few example disclosures
made to the DoD OIG over the last year:

e A DoD contractor disclosed that one of its em-
ployees improperly applied volume discounts on
contracts over eight years, resulting in cost over-
charges for equipment and materials to the govern-
ment. The contractor, along with an outside audit-
ing firm, initiated an inquiry into this matter and
determined that the government overpaid $10.6
million. The contractor terminated the employee
responsible for the wrongdoing and implement-
ed measures to prevent recurrence. The contrac-
tor agreed to pay the government $12.3 million, of
which $1.7 million was designated as interest.*

e A DoD contractor disclosed that a subcontractor
prematurely billed the government during a two-
year period, leading to overpayments. The con-
tractor initiated an investigation and determined
the subcontractor submitted invoices for pay-
ment before completing the work. This caused the
contractor to submit invoices to the government
prematurely. The two subcontractor employees
involved in the wrongdoing received written repri-
mands, and one of them also received a one-week
unpaid suspension. The contractor implemented
measures to mitigate future occurrences. In addi-
tion, the contractor reimbursed $1.8 million to the
government.*’

e A DoD contractor disclosed overcharging the gov-
ernment for certain pharmaceutical and drug prod-
ucts during a two-year period. The contractor con-
ducted an inquiry and determined price discount
adjustments were not applied correctly, imple-
mented corrective measures to avoid similar mis-
takes in the future, and reimbursed $557,579 to
the government for the overpayments.™
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If 2022 is any indicator for 2023, based on labor and
material shortages, mischarging labor and materials will
continue to be the focus of mandatory disclosures. These
disclosures enable the government to investigate and
hold wrongdoers accountable.

The Cooperation Credit
“Cooperation is a mitigating factor, by which a corpo-
ration—just like any other subject of a criminal inves-
tigation—can gain credit in a case that otherwise is ap-
propriate for indictment and prosecution.”' To receive
consideration for cooperation, companies must identify
all individuals substantially involved in or responsible
for the misconduct and all relevant facts relating to the
misconduct. This reinforces the DO]J’s priority to hold
individuals accountable for committing and profiting
from corporate crimes.

On September 15, 2022, Deputy Attorney Gener-
al Monaco announced changes to the DOJ’s corporate
enforcement policies. Companies need to disclose “im-
portant evidence more quickly” and present evidence of
individual culpability.’? Individual accountability contin-
ues to be a priority for the DOJ:

One of the most effective ways to combat corporate mis-
conduct is by seeking accountability by the individuals who
perpetrated the wrongdoing. Such accountability is impor-
tant for several reasons: it deters future illegal activityj; it
incentivizes changes in corporate behavior; it ensures that
the proper parties are held responsible for their actions; and
it promotes the public’s confidence in our justice system.”

With a continued emphasis on individual account-
ability, the DOJ will penalize those companies that
slow-walk the disclosure of critical documents. “Where
prosecutors identify undue or intentional delay in the
production of information or documents—particularly
with respect to documents that impact the government’s
ability to assess individual culpability—cooperation
credit will be reduced or eliminated.”* Monaco empha-
sized that the first reaction of cooperating companies
must be to notify prosecutors immediately when identify-
ing critical documents.

Through policy changes, Monaco is attempting to in-
centivize positive changes in corporate behavior. She
is also calling for greater consistency and transparency
among the different components of the DOJ as to “the
steps that a corporation will need to take to receive max-
imum credit for full cooperation.”

In addition to timely preserving, collecting, and dis-
closing relevant documents, “the cooperating corpora-
tion bears the burden of establishing the existence of any
restriction on production and of identifying reasonable
alternatives to provide the requested facts and evidence,
and is expected to work diligently to identify all available
legal bases to preserve, collect, and produce such docu-
ments, data, and other evidence expeditiously.”*
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Wrapping Up and Looking Forward

For those forecasting compliance trends, all eyes are on
the pending rollout of the DOJ’s self-reporting program.
Based on comments from Deputy Attorney General Mo-
naco, it seems clear that it will draw from certain exist-
ing government programs by providing incentives to
companies that self-disclose misconduct to the govern-
ment. The question is whether the DO]J will piggyback
off of disclosures to other agencies and departments, or
mandate its own separate and independent disclosure.

While waiting for the DOJ’s next move, contractors
should focus on fostering the kind of internal processes
that lead to better outcomes. That includes creating a
company-wide culture of compliance (including employ-
ee training), treating potential violations with suitable
seriousness (including conducting an internal investiga-
tion, if appropriate), and reporting credible evidence to
the government based on the best practices discussed in
this article.

Considering the DOJ’s guidance to date, contractors
should not only take these steps, but also focus on doing
so with increased speed and thoroughness. Deputy At-
torney General Monaco stressed that companies that
delay in disclosing key documents or information often
limit the DOJ’s ability to hold individuals accountable
for wrongdoing. Contractors should therefore be pre-
pared to explain the nature of the investigation and how
the timeline unfolded. On the flipside, a contractor that
elects not to disclose—but later comes under govern-
ment investigation anyway—should have detailed docu-
mentation ready to justify that decision. P
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