Guidance on the Essential Critical Infrastructure Workforce: Ensuring Community and
National Resiliencein COVID-19 Response

Version3:63.1 (Apri-7May 19 2020)
THE IMPORTANCE OF ESSENTIAL CRITICAL INFRASTRUCTURE WORKERS

Functioning critical infrastructure is imperativarthg the response to the COVID-19 emergency
for both public health and safety as well as comityumell-being. Certain critical infrastructure
industries have a special responsibility in thése$ to continue operations.

This advisory guidance and accompanying list aenitied to support state, local, tribal,
territorial and industry partners in identifyingetbritical infrastructure sectors and the essential
workers needed to maintain the services and fumstfomericans depend on daily and that need
to be able to operate resiliently during the COMI®pandemic response.

This document gives advisory guidance on definsggatial critical infrastructure workers.
Promoting the ability of such workers to continaenork during periods of community
restriction, access management, social distanoingpsure orders/directives is crucial to
community resilience and continuity of essentialdiions. The term “workers” as used in this
guidance is intended to apply to both employeescantiactors performing the described
functions.

CISA will continually solicit and accept feedback the list and will evolve the list in response
to stakeholder feedback. We will also use our vezistakeholder engagement mechanisms to
work with partners on how they are using thisdistl share those lessons learned and best
practices broadly. Feedback can be sent to CISA@ETSA.DHS.GOV.

CONSIDERATIONS FOR GOVERNMENT AND BUSINESS

This list was developed in consultation with fed@gency partners, industry experts, and State
and local officials, and is based on several kayggles:
1. Response efforts to the COVID-19 pandemic are lpeaiecuted, state managed, and
federally supported.

2. EveryoneCritical infrastructure workers and employshould follow guidance from the
Centers for Disease Control and Prevention (CDEell as state and local government
officials, regarding strategies to limit diseaseegl.

3. Employers must comply with applicable Occupatiddalety and Health Administration
(OSHA) requirements for protecting critical infragtture workers who remain on or
return to the job during the COVID-19 pandemic.tAs nation relies on these workers to
protect public health, safety, and community welirlg, they must be protected from
exposure to and infection with the virus so thattban continue to carry out their
responsibilities. OSHA has guidance and enforcenméotmation for workplaces at
www.osha.gov/coronavirus.
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4. Businesses and government agencies may continagtement organization-specific
measures, which protect the workforce while meetnigsion needs.

5. Workers should be encouraged to work remotely wiwssible and focus on core
business activities. In-person, non-mandatory aEs/should be delayed until the
resumption of normal operations.

6. When continuous remote work is not possible, bissiee should enlist strategies to
reduce the likelihood of spreading the diseases Tuludes, but is not limited to,
physically separating staff, staggering work shdtirs or days, and other social
distancing measures. While the CDC recommend<tlatone wear a cloth face cover
to contain respiratory droplets when around otheiscal infrastructure employers must
consider how best to implement this public headttommendation for source control in
the workplace. For example, employers may providpasable facemasks (e.g., surgical
masks) instead of cloth face coverings when wonkersld need to wear masks for
extended periods of time (e.g., the duration obakvshift) or while performing tasks in
which the face covering could become contaminated.

7. Consider the impact of workplace sick leave podicigat may contribute to an employee
decision to delay reporting medical symptoms. ®igiployees should not return to the
workplace until they meet the criteria to stop haswdation.

8. Critical infrastructurerasemployers havan obligation to limit to the extent possible the
reintegration of in-person workers who have expegel an exposure to COVID-19 but
remain asymptomatic in ways that best protect gadth of the worker, their co-workers,
and the general public. An analysis of core jokgsasd workforce availability at
worksites can allow the employer to match corevaigs to other equally skilled and
available in-person workers who have not experidraseexposure. CDC guidance on
safety practices for critical infrastructure workeés maintained at
https://www.cdc.gov/coronavirus/2019-ncov/commufaitiyical-workers/implementing-
safety-practices.html

9. All organizations should implement their businegstouity and pandemic plans or put
plans in place if they do not exist. Delaying imptntation is not advised and puts at
risk the viability of the business and the healtt aafety of the workers.

10. Reliance on technology and just-in-time supply nhaneans that certain workers must
be able to access certain sites, facilities, ardtago ensure continuity of functions. The
vast majority of our economy relies on technologgl therefore information technology
(IT) and operational technology (OT) workers fatical infrastructure operations are
essential. This includes workers in many roleduting workers focusing on
management systems, control systems, and Supegr@sortrol and Data Acquisition
(SCADA) systems, and data centers; cybersecurgynerring; and cybersecurity risk
management.
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11. Government workers, such as emergency managershatdisiness community need to
establish and maintain lines of communication.

12.Essential critical infrastructure workers need cw#d and unimpeded access to sites,
facilities, and equipment within quarantine zoretainment areasyeas under curfew
restrictionsor other areas where access or movement is lirrot@erform functions for
community relief and stability; for public safeggcurity and health; for maintaining
essential supply chains and preserving local, redj@nd national economic well-being.

movement.
13.134Whenever possible, local governments should considepting specific state
guidance on essential workers to reduce poterdialpdications of workers crossing
jurisdictional boundaries. When this is not possiltibcal jurisdictions should consider
aligning access and movement control policies wélyhboring jurisdictions to reduce
the burden of cross-jurisdictional movement of asakcritical infrastructure workers.

IDENTIFYING ESSENTIAL CRITICAL INFRASTRUCTURE WORKERS

The following list of identified essential criticadfrastructure workers is intended to be overly
inclusive reflecting the diversity of industriesess the United States.

HEALTHCARE /PUBLIC HEALTH

« Workers, including laboratory personnel, that perfaritical clinical, biomedical and
other research, development, and testing needgd@D-19 or other diseases.

« Healthcare providers including, but not limited physicians; dentists; psychologists;
mid-level practitioners; nurses; assistants and;amfection control and quality
assurance personnehlebotomistspharmacists; physical, respiratory, speech and
occupational therapists and assistants; social@veyloptometrists; speech pathologists;
chiropractors; diagnostic and therapeutic techngiand radiology technologists.

« Workers required for effective clinical, commanafrastructure, support service,
administrative, security, and intelligence opernadiacross the direct patient care and full
healthcare and public health spectrum. Personm@ahpbes may include, but are not
limited, to accounting, administrative, admittingdadischarge, engineering, accrediting,
certification, licensing, credentialing, epidemigical, source plasma and blood
donation, food service, environmental servicesshkaeping, medical records,
information technology and operational technolagytritionists, sanitariansespiratery
therapistsetc.

o Emergency medical services workers.

o Prehospital workers included but not limited toamgcare workers.

o Inpatient & hospital workers (e.g. hospitals, catiaccess hospitals, long-term
acute care hospitals, long-term care facilitiesuding skilled nursing faclilitigs
inpatient hospice, ambulatory surgical centers).etc
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o Outpatient care workers (e.g. end-stage-renal sksgactitioners and stgff
Federally Qualified Health Centers, Rural HealtmiC§, community mental
health clinics, organ transplant/procurement centand other ambulatory care
settings/providers, comprehensive outpatient réitetimn facilities, etc.).

o Home care workers (e.g. home health care, at-hasgi¢e, home dialysis, home
infusion, etc.).

o Workers at Long-term care facilities, residentiadl@aommunity-based providers
(e.g. Programs of All-Inclusive Care for the ElggiPACE), Intermediate Care
Facilities for Individuals with Intellectual Disdivies, Psychiatric Residential
Treatment Facilities, Religious Nonmedical Healdre&linstitutions, etc.).

o Workplace safety workers (i.e., workers who antitgy recognize, evaluate, and
control workplace conditions that may cause wortk#ingss or injury).

« Workers needed to support transportation to ana fiealthcare facility and provider
appointments.

« Workers needed to provide laundry services, foodees, reprocessing of medical
equipment, and waste management.

« Workers that manage health plans, billing, andthaaformation and who cannot work
remotely.

« Workers performing cybersecurity functions at Hezdre and public health facilities and
who cannot work remotely.

« Workers performing security, incident management, @nergency operations functions
at or on behalf of healthcare entities includingltieare coalitions, who cannot practically
work remotely.

AN
IR, IR T Ci - O

imaging, pharmacy, emygervices, durable medical

« Vendors and suppliers (e.qg.
equipment, etc.).

« Workers at manufacturers (including biotechnologgnpanies and those companies that
have shifted production to medical supplies), malkeand parts suppliers, technicians,
logistics and warehouse operators, printers, packadistributors of medical products
and equipment (including third party logistics prters, and those who test and repair),
personal protective equipment (PPE), isolationibesy medical gases, pharmaceuticals
(including materials used in radioactive drugsgtally supplementspmmercial health
productsblood and blood products, vaccines, testing mdseiaboratory supplies,
cleaning, sanitizing, disinfecting or sterilizatisapplies (including dispensers), sanitary
goods, personal care products, pest control predant tissue and paper towel products.

« Donors of blood, bone marrow, blood stem cell, lasma, and the workers of the
organizations that operate and manage relatedtagiv

« Pharmacy staff, including workers necessary to taairuninterrupted prescription, and
other workers for pharmacy operations.

« Workers in retall facilities specializing in mediggod and supplies.

« Public health and environmental health workershas:

o Workers specializing in environmental health tlwatiuls on implementing
environmental controls, sanitary and infection colninterventions, healthcare
facility safety and emergency preparedness planeingineered work practices,
and developing guidance and protocols for appropR&E to prevent COVID-19
disease transmission.
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o Public health/ community health workers (includea]l center workers) who
conduct community-based public health functionsidewting epidemiologic
surveillance and compiling, analyzing, and commaiting public health
information, who cannot work remotely.

« Human services providers, especially for at risgidations such as:

o Home delivered meal providers for older adults,geavith disabilities, and others
with chronic health conditions.

o Home-maker services for frail, homebound, olderitadu
Personal assistance services providers to supgiiritias of daily living for older
adults, people with disabilities, and others witihanic health conditions who live
independently in the community with supports andises.

o Home health providers who deliver health care sessior older adults, people
with disabilities, and others with chronic healtinditions who live
independently in the community with supports andises.

Workers who provide human services, including hitlimited to social workers,
nutritionists, case managers or case workerssa@inselors, foster care case
managers, adult protective services personnet] gindtective personnel,
domestic violence counselors, human traffickingvprgtion and recovery
personnel, behavior specialists, substance abletedeounselors, and peer
support counselors.

« Government entities, and contractors that worlkuppsrt of local, stategndfederal,
tribal, and territoriapublic health and medical mission sets, includingriot limited to
supporting access to healthcare and associatedgmayamctions, conducting public
health functions, providing medical care, suppgreémergency management, or other
services necessary for supporting the COVID-19aese.

Workers for providers and services supporting ¢iffedelehealth.

Mortuary service providers, such as:

o Workers performing mortuary funeral, cremation,iéliicemetery, and related
services, including funeral homes, crematoriumsyetery workers, and coffin
makers.

o Workers who coordinate with other organizationsnsure the proper recovery,
handling, identification, transportation, trackisggrage, and disposal of human
remains and personal effects; certify cause ofrgesatd facilitate access to
mental and behavioral health services to the famiynbers, responders, and
survivors of an incident.

lo

LAW ENFORCEMENT, PUBLIC SAFETY, AND OTHER FIRST RESPONDERS

« Public, private, and voluntary personnel (fronel@nd management, civilian and sworn)
in emergency management, law enforcement, fireresclie services, emergency
medical services (EMS), and security, public andgbe hazardous material responders,
air medical service providers (pilots and suppartechnicians), corrections, and search
and rescue personnel.

« Personnel involved in provisioning of access to rgmecy services, including the
provisioning of real-time text, text-to-911, ancléhg 911 via relay.
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« Personnel that are involved in the emergency alatem (EAS) ((broadcasters, satellite
radio and television, cable, and wireline video] anreless emergency alerts (WEA).

« Workers at Independent System Operators and Rddiomasmission Organizations, and
Network Operations staff, engineers and technidiameanage the network or operate
facilities.

« Workers at emergency communication center, publietg answering points, public
safety communications centers, emergency operaéinters, and 911 call centers.

« Fusion Center workers.

« Workers, including contracted vendors, who maintaianufacture, or supply equipment
and services supporting law enforcement, fire, ERI#] response operations (to include
electronic security and life safety security perseh

« Workers and contracted vendors who maintain andigecservices and supplies to
public safety facilities, including emergency commuation center, public safety
answering points, public safety communications eextemergency operation centers,
fire and emergency medical services stations, @@ law enforcement stations and
facilities.

« Workers supporting the manufacturing, distributiangd maintenance of necessary safety
equipment and uniforms for law enforcement angaltilic safety personnel.

« Workers supporting the operation of firearm, or amition product manufacturers,
retailers, importers, distributors, and shootingges.

+ Public agency workers responding to abuse and ctegfiehildren, spouses, elders, and
dependent adults.

« Workers who support weather disaster and natuerdamitigation and prevention
activities.

« Security staff to maintain building access conamadl physical security measures.

FOOD AND AGRICULTURE

« Workerssupportingenabling the sale of human food, animal food (idekipet food,
animal feed, and raw materials and ingredieipat supply, and beverage produats

groceries, pharmacies, convenience stores, and r@fad (including unattended and
vending}that sells- humanfoganimaland petfood-anbt supply—and-beverage
productsineludingincluding staff inretail customer supposerviceand information
technology suppostaffnecessary foenlineon-line orders, pickup, and delivery.

« Restaurantarr-eutand quick serve food operations, including darkHhein and food
prep centerssarry-edtarryou; and delivery food workers.

« Food manufacturer workers and their supplier warkecluding those employed at food
ingredient production and processing facilitiesgaaulture and seafood harvesting
facilities; slaughter and processing facilities hivestock, poultryandseafooesiaughter
faeilities, petaneanimalfeedfood manufacturing anprocessing facilities; human food
facilities producingsypreduetdy- products for animal food; industrial facilities
producing co-productfor animal food; beverage production facilitiesgdahe production
of food packaging.

« Farmers, farm and ranch workers, and agribusinggsost servicess-nclude-those
empleyed, including workers involveih auction and saleg) food operations, including
animal food grain and oilseedtorage handling-sterageprocessing, and distribution;
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antmatfood,feed—and ingredient production, packaging, and distribution;
manufacturing, packaging, and distribution of vietany drugs-and-truck-deliveryand
biologics (e.q., vaccines); and in distributamd transport.

« Farmers, farm and ranch workers, and support ®and supplier workers producing
food supphyr-demesticallyand-faupplies and other agricultural inputs for domestic
consumption anexport, to include those engaged in raising, cattng, phytosanitation,
harvesting, packing, storing, deliveringdistributingto storage or to market or to a
carrier-fortransportationnodeto market any agricultural or horticultural comniydor

humanor anlmalconsumptloHagHeu#uraLmspeeHen—tueLem&neHaeﬂmd@edmsel

Workers at fueI ethanol faC|I|t|eblod|eseI and renewable dlesel faC|I|t|asd storage

facilities.

« Workers and firms supporting the distributionedfhuman and animdood—feed; and
beverage and
ingredients used in these products, including wauel workers, vendor-managed
inventory controllers, and blockchain managers.

« Workers supporting the sanitation and pest cowtfrall human and animdood
manufacturing processes and operations from whielésaetail.

« Workers supportingreenhouses as well the growth and distribution of plants and
associated products for home gardens.

« Workers in cafeterias used to feed workers, pddituworker populations sheltered
against COVID-1nd those designated as essential critical imfreisire workers

« Workers in animal diagnostic and food testing |abories.

« Government, private, and non-governmental orgainastworkers essential for food
assistance programs (including school lunch progyamd government payments.

« Workers of companies engaged in the productiomagty transport, and distribution of
chemicalsyredicinedrugs vaeeinesiologics (e.qg. vaccinesand other substances used
by thehuman and agriculturdfdod and agriculture industry, including seedstipekes,
herbicides, fertilizers, minerals, enrichmemtsyipmentand other agricultural
production aids.

« Animal agriculture workers to include those emplbye veterinary health (including
those involved in supporting emergency veterinarivestock services); raising, caring
for and management of animals for foed well as pejfanimal production operations;
livestock markets; slaughter and packing plantsjufecturers, renderers, and associated
regulatory and government workforce.

« Transportationvorkerssupporting animal agricultural industries, incluglimovement of
animal medical and reproductive supplies and nateranimabiologics (e.g.vaccines,
animal drugsfeedanimal foodingredientsfeedanimal foodand bedding, live animals,
animal-by-productsand deceased animals for disposal.

« Workers who support sawmills and the manufactucedastribution of fiber anderest
forestryproducts, including, but not limited to timber, papand other wood and fiber
products, as well as manufacture and distributigereducts using agricultural
commodities.

« Workers engaged in the manufacture and maintenafmeguipment and other

infrastructure necessary for agricultural productmd distribution.
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ENERGY

« Workers supporting the energy sector, regardlesiseoénergy source (including, but not
limited to, nuclear, fossil, hydroelectric, or revable), segment of the system, or
infrastructure the worker is involved in, who aeeded to construct, manufacture, repair,
transport, permit, monitor, operate engineer, aattain the reliability, safety, security,
environmental health, and physical and cyber sgcafithe energy system, including
those who support construction, manufacturing sipartation, permitting, and logistics.

« Workers and contractors supporting energy facslitleat provide steam, hot water or
chilled water from central power plants to conndatestomers.

« Workers conducting energy/commodity trading/schiddimarketing functions who
can't perform their duties remotely.

« Workers supporting the energy sector through reb@nanergy infrastructure (including,
but not limited to, wind, solar, biomass, hydrogecean, geothermal, and hydroelectric)
and microgrids, including those supporting congtoug manufacturing, transportation,
permitting, operation and maintenance, monitorangy logistics.

« Workers and security staff involved in nuclear weling operations.

« Workers providing services related to energy seftt@ls (including, but not limited to,
petroleum (crude oil), natural gas, propane, ligeehatural gas (LNG), compressed
natural gas (CNG), natural gas liquids (NGL), otligarid fuels, nuclear, and coal) and
supporting the mining, processing, manufacturimgstruction, logistics, transportation,
permitting, operation, maintenance, security, wdsposal, storage, and monitoring of
support for resources.

« Workers providing environmental remediation and it@ymg, limited to immediate
critical needs technicians.

+ Workers involved in the manufacturing and distribntof equipment, supplies, and parts
necessary to maintain production, maintenancepnasin, and service at energy sector
facilities across all energy sector segments.

Electricity Industry

« Workers who maintain, ensure, restore, or whorarelved in the development,
transportation, fuel procurement, expansion, oratm of, the generation, transmission,
and distribution of electric power, including cedinters, utility workers, engineers, retail
electricity, construction, maintenance, utilitygedbmmunications, relaying, and fleet
maintenance technicians who cannot perform theiesluemotely.

« Workers at coal mines, production facilities, andse involved in manufacturing,
transportation, permitting, operation, maintenaaee monitoring at coal sites.

+ Workers who produce, process, ship, and handleussal for power generation and
manufacturing.

« Workers in the electricity industry including budtdimited to those supporting safety,
construction, manufacturing, transportation, petingt operation/maintenance,
engineering, physical and cyber security, monigprand logistics

« Workers needed for safe and secure operationsc&angeneration including, but not
limited to, those critical to the broader nucleap@y chain, the manufacture and
delivery of parts needed to maintain nuclear eqeiptiythe operations of fuel
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manufacturers, and the production and processifigebtomponents used in the
manufacturing of fuel.

« Workers at fossil fuel (including but not limited natural gas, refined, distillate, and/or
coal), nuclear, and renewable energy infrastrudincduding, but not limited to wind,
solar, biomass, hydrogen, geothermal, and hydrs&lgcand microgrids, including those
supporting safety, construction, manufacturingagpertation, permitting, operation,
maintenance, monitoring, and logistics.

« Workers at generation, transmission, and electaickstart facilities.

« Workers at Reliability Coordinator, Balancing Autltg, local distribution control
centers, and primary and backup Control Centecgjdmg, but not limited to,
independent system operators, regional transmissgemnizations, and local distribution
control centers.

« Workers that are mutual assistance/aid persontedwnay include workers from
outside of the state or local jurisdiction.

« Vegetation management and traffic control for suppg those crews.

« Instrumentation, protection, and control technisian

« Essential support personnel for electricity opersti

« Generator set support workers, such as diesel eagused in power generation,
including those providing fuel.

Petroleum Industry

« Workers who support onshore and offshore petroldtiling operations; platform and
drilling construction and maintenance; transpoota(including helicopter operations),
maritime transportation, supply, and dredging op@na; maritime navigation; well
stimulation, intervention, monitoring, automatiamdecontrol, extraction, production;
processing; waste disposal, and maintenance, catisti, and operations.

« Workers in the petroleum industry including but hotited to those supporting safety,
construction, manufacturing, transportation, petingt operation/maintenance,
engineering, physical and cyber security, monigprand logistics.

« Workers for crude oil, petroleum, and petroleumdua storage and transportation,
including pipeline, marine transport, terminalg| i@nsport, storage facilities, racks, and
road transport for use as end- use fuels suchsdiga, diesel fuel, jet fuel, and heating
fuels or feedstocks for chemical manufacturing.

+ Petroleum and petroleum product security operanemser workers and workers who
support maintenance and emergency response services

+ Petroleum and petroleum product operations contarhs, centers, and refinery

facilities.

+ Retail fuel centers such as gas stations and stags, and the distribution systems that
support them.

« Supporting new and existing construction projeiciduding, but not limited to, pipeline
construction.

« Manufacturing and distribution of equipment, suggliand parts necessary for
production, maintenance, restoration, and servigetoleum and petroleum product
operations and use, including end-users.
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« Transmission and distribution pipeline workersJudag but not limited to pump
stations and any other required, operations maam@s construction, and support for
petroleum products.

Natural Gas, Natural GasLiquids (NGL), Propane, and Other Liquid Fuels

« Workers who support onshore and offshore drillipgrations, platform and drilling
construction and maintenance; transportation (tholy helicopter operations); maritime
transportation, supply, and dredging operationsjtimee navigation; natural gas and
natural gas liquid production, processing, extoagtstorage and transportation; well
intervention, monitoring, automation and contro§iste disposal, and maintenance,
construction, and operations.

« Workers in the natural gas, NGL, propane, and digeid fuels industries including but
not limited to those supporting safety, constructimanufacturing, transportation,
permitting, operation/maintenance, engineeringsga and cyber security, monitoring,
and logistics.

« Transmission and distribution pipeline workersJuding compressor stations and any
other required operations maintenance, construcaiot support for natural gas, natural
gas liquid, propane, and other liquid fuels.

« Workers at Liquefied Natural Gas (LNG) and CompeddSatural Gas (CNG) facilities.

« Workers at natural gas, propane, natural gas lgjliguified natural gas, liquid fuel
storage facilities, underground facilities, andgassing plants and other related facilities,
including construction, maintenance, and suppogtajons personnel.

« Natural gas processing plants workers and thosedehbwith natural gas liquids.

« Workers who staff natural gas, propane, naturaligagls, and other liquid fuel security
operations centers, operations dispatch and camtoohs and centers, and emergency
response and customer emergencies (including & operations.

« Workers supporting drilling, production, processingfining, and transporting natural
gas, propane, natural gas liquids, and other lifjueds for use as end-use fuels,
feedstocks for chemical manufacturing, or use ecteicity generation.

« Workers supporting propane gas service maintenamgeestoration, including call
centers.

« Workers supporting propane, natural gas liquidd,@her liquid fuel distribution
centers.

« Workers supporting propane gas storage, transmisamal distribution centers.

« Workers supporting new and existing constructiarjgats, including, but not limited to,
pipeline construction.

« Workers supporting ethanol and biofuel producti@fining, and distribution.

« Workers in fuel sectors (including, but not limitexnuclear, coal, and gas types and
liquid fuels) supporting the mining, manufacturithggistics, transportation, permitting,
operation, maintenance, and monitoring of supportdésources.

« Workers ensuring, monitoring, and engaging in thespral security of assets and
locations associated with natural gas, propaneyalegas liquids, and other liquid fuels.

+ Workers involved in the manufacturing and distribntof equipment, supplies, and parts
necessary to maintain production, maintenancepnasin, and service of natural gas,
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propane, natural gas liquids, and other liquidsuwderations and use, including end-
users.

WATER AND WASTEWATER

Workers needed to operate and maintain drinkingematd wastewater and drainage
infrastructure, including:

Operational staff at water authorities.

Operational staff at community water systems.

Operational staff at wastewater treatment facditie

Workers repairing water and wastewater conveyaandgerforming required sampling
or monitoring, including field staff.

Operational staff for water distribution and tegtin

Operational staff at wastewater collection fa@hti

Operational staff and technical support for SCAD&n€ol systems.

Laboratory staff performing water sampling and gsial

ChemiealSuppliers and manufacturers of chemicetuipmentand, personal protection
suppliersteequipment, and goods and serviceswater and wastewateystensystems
Workers who maintain digital systems infrastructsueporting water and wastewater
operations.

TRANSPORTATION AND LOGISTICS

Workers supporting or enabling transportation amgistics functions, including truck
drivers, bus drivers, dispatchers, maintenanceear technicians, warehouse workers,
third party logisticianstruck stop and rest area workers, driver trainind education
centers, Department of Motor Vehicle (DMV) workeegyollment agents for federal
transportation worker vetting programs, towing aecbvery services, roadside
assistance workers, intermodal transportation peedpand workers that construct,
maintain, rehabilitate, and inspect infrastructumeluding those that require cross-
jurisdiction travel.).

Workers supporting the distribution of food, fugdbarmaceuticals and medical material
(including materials used in radioactive drugsy ahemicals needed for water or water
treatment and energy maintenance.

Workers supporting operation of essential highwdsastructure, including roads,
bridges, and tunnels (e.g., traffic operations @enand moveable bridge operators).
Workers of firms providing services, supplies, aggiipment that enable warehouse and
operations, including cooling, storing, packagiagg distributing products for wholesale
or retail sale or use, including cold- and frozéaio logistics for food and critical
biologic products.

Mass transit workers providing critical transit\aees and performing critical or routine
maintenance to mass transit infrastructure or eneiy.

Workers supporting personal and commercial trariapon services including taxis,
delivery services, vehicle rental services, bicynkntenance and car-sharing services,
and transportation network providers.
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« Workers, including police, responsible for opergtamd dispatching passenger,
commuter, and freight trains and maintaining naflastructure and equipment.

« Maritime transportation workers, including portlaatity and commercial facility
personnel, dredgers, port workers, security persipmmariners, ship crewmembers, ship
pilots, tugboat operators, equipment operatorstinde maintenance and repair, and
maritime-specific medical providers), ship supplyriters, chandlers, and repair
company workers. Refer to the United States Coasrds Marine Safety Information
Bulletin “Maintaining Maritime Commerce and ldemtédtion of Essential Maritime
Critical Infrastructure Workers” for more informadi.

« Workers, including truck drivers, railroad emplogemaintenance crews, and cleaners,
supporting transportation of chemicals, hazardmesical, and waste materials that
support critical infrastructure, capabilities, ftinas, and services, including specialized
carriers, crane and rigging industry workers.

« Bus drivers and workers who provide or supportreitg, commuter, and charter bus
service in support of other essential servicesioctions including school bus drivers

« AutemetiveVehiclerepair, maintenance, and transportation equipmemufacturing

and distribution facilitiegreluding-those-whorepairand-maintalectric-vehicle
e e

Workers who support the construction and mainte@afielectric vehicle charging

stations

« Transportation safety inspectors, including hazasdmaterial inspectors and accident
investigator inspectors.

« Manufacturers and distributors (to include serdeaters and related operations) of
lighting and communication systems, specializedayg and structural systems,
emergency response equipment and support matgmiaiers, printed materials,
packaging materials, pallets, crates, containeother supplies needed to support
manufacturing, packaging staging and distributiparations, and other critical
infrastructure needs.

« Postal Service, parcel, courier, last-mile delivenyd shipping and related workers, to
include private companies, who accept, processspat, and deliver information and
goods.

« Workers who supply equipment and materials for temance of transportation
equipment.

« Workers who repair and maintain vehicles, aircnail,equipment, marine vessels,
bicycles, and the equipment and infrastructure éhables operations that encompass
movement of cargo and passengers.

« Workers who support air transportation for cargd passengers, including operation
distribution, maintenance, and sanitation. Thisudes air traffic controllers, flight
dispatchers, maintenance personnel, ramp workesbnd) agents, flight crews, airport
safety inspectors and engineers, airport operapensonnel, aviation and aerospace
safety workers, security, commercial space perdpaperations personnel, accident
investigators, flight instructors, and other ond afi-airport facilities workers.

« Workers supporting transportation via inland watgysy such as barge crew, dredging
crew, and river port workers for essential goods.

« Workers critical to the manufacturing, distributi®ales, rental, leasing, repair, and

maintenance of vehicles and othemspertaticrequipment (including electric vehicle
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charging stations) and the supply chains that endglse operations to facilitate
continuity of travel-related operations for essaniorkers.

« Warehouse operators, including vendors and supgosonnel critical for business
continuity (including heating, ventilation, and aonditioning (HVAC) and electrical
engineers, security personnel, and janitorial stafcommerce or online commerce, and
customer service for essential functions.

PUBLIC WORKSAND INFRASTRUCTURE SUPPORT SERVICES

« Workers who support the construction, maintenaoceghabilitation of critical
infrastructure.

« Workers supporting construction materials produrtiesting laboratories, material
delivery services, and construction inspection.

« Workers who support the operation, inspection, mathtenance of essential public
works facilities and operations, including bridgester and sewer main breaks, fleet
maintenance personnel, construction of criticadtoategic infrastructure, traffic signal
maintenance, emergency location services for bwiiitles, maintenance of digital
systems infrastructure supporting public works apens, and other emergent issues.

« Workers such as plumbers, electricians, extermisabuilders (including building and
insulation), contractors, HVAC Technicians, langsaa, and other service providers
who provide services, including temporary constaugtthat are necessary to maintaining
the safety, sanitation, and essential operatiaerflences, businesses and buildings,
such as hospitals and senior living facilities.

« Workers personnel, who support operations thatrensiobe availability of and access to
needed facilities, transportation, energy, and camaations through activities such as
road and line clearing.

« Workers who support the effective removal, storage, disposal of residential,
industrial, and commercial solid waste and hazasdwaste, including at landfill
operations.

« Workers who support the operation, inspection, mathtenance of essential dams,
locks, and levees.

« Workers who support the inspection and maintenahegds to navigation and other
government-provided services that ensure contimugdatime commerce.

COMMUNICATIONS AND INFORMATION TECHNOLOGY
Communications

+ Maintenance of communications infrastructure, etuding privately owned and
maintained communication systems, -- supporteablgrticians, operators, call centers,
wireline and wireless providers, cable service lens, satellite operations, Internet
Exchange Points, Points of Presence, Network Adéesys, back haul and front haul
facilities, and manufacturers and distributorsahmunications equipment.

« Government and private sector workers, includingegoment contractors, with work
related to undersea cable infrastructure and stifgoolities, including cable landing
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sites, beach manhole vaults and covers, submaalie depots, and submarine cable
ship facilities.

« Government and private sector workers, includingegoment contractors, supporting
Department of Defense internet and communicatiaosities.

« Network Operations staff, engineers, and techngctannclude IT managers and staff,
HVAC and electrical engineers, security personsaftware and hardware engineers, and
database administrators that manage the netwarkerate facilities.

« Workers responsible for infrastructure construcaond restoration, including but not
limited to engineers, technicians, and contradmrgonstruction and engineering of
fiber optic cables, buried conduit, small celld)ertwireless facilities, and other
communications sector-related infrastructure. Triratudes permitting, construction of
new facilities, and deployment of new technologyeagiired to address congestion or
customer usage due to unprecedented use of repmviees.

+ Installation, maintenance, and repair techniciaias éstablish, support, or repair service
as needed.

« Central office personnel to maintain and operatgratoffice, data centers, and other
network office facilities, including critical supggersonnel assisting front line workers.

« Customer service and support staff, including madaand professional services, as well
as remote providers of support to transitioningkeos to set up and maintain home
offices, who interface with customers to manageugpport service environments and
security issues including payroll, billing, fraudgistics, and troubleshooting.

« Workers providing electronic security, fire, momitay, and life safety services, and who
ensure physical security, cleanliness, and theysafdacilities and personnel, including
those who provide temporary licensing waivers &ousity personnel to work in other
States or Municipalities.

« Dispatchers involved with service repair and resion.

+ Retail customer service personnel at critical sergenter locations to address customer
needs, including new customer processing, disingwnd repairing equipment, and
addressing customer issues, in order to suppatticthahls’ remote emergency
communications needs

« Supply chain and logistics personnel to ensure gaod products are available to
provision these frontline workers.

« External Affairs personnel to assist in coordingtwith local, state, and federal officials
to address communications needs supporting COVIBedBonse, public safety, and
national security.

« Workers responsible for ensuring that persons dighbilities have access to and the
benefits of various communications platforms, idahg those involved in the provision
of telecommunication relay services, closed capgpof broadcast television for the
deaf, video relay services for deaf citizens whefgarcommunication via American Sign
Language over text, and audio-description for ielem programming.

Information Technology

« Workers who support command centers, including notifimited to, Network
Operations Command Centers, Broadcast Operations@&enters, and Security
Operations Command Centers.
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« Data center operators, including system admin@mtsaHVAC and electrical engineers,
security personnel, IT managers and purchasers tidatsfer solutions engineers,
software and hardware engineers, and database iattatiors for all industries, including
financial services.

« Workers who support client service centers, figldieeers, and other technicians and
workers supporting critical infrastructure, as waslmanufacturers and supply chain
vendors that provide hardware and software, sugaovices, research and development,
information technology equipment (to include mideacé&ronics and semiconductors),
HVAC and electrical equipment for critical infrastture, and test labs and certification
agencies that qualify such equipment (to includeroalectronics, optoelectronics, and
semiconductors) for critical infrastructure, inclugl data centers.

+ Workers needed to preempt and respond to cybetents involving critical
infrastructure, including medical facilities; stakecal, tribal, and territorial (SLTT)
governments and federal facilities; energy andties! banks and financial institutions;
securities and other exchanges; other entitiesstiigtort the functioning of capital
markets, public works, critical manufacturing, foatd agricultural production;
transportation; and other critical infrastructuagegories and personnel, in addition to all
cyber defense workers who can't perform their dutgnotely.

« Suppliers, designers, transporters, and other wedigporting the manufacture,
distribution, provision, and construction of esg&rglobal, national, and local
infrastructure for computing services (includingud computing services and telework
capabilities), business infrastructure, finanaiahsactions and services, web-based
services, and critical manufacturing.

« Workers supporting communications systems, infolonatechnology, and work from
home solutions used by law enforcement, publictgafeedical, energy, public works,
critical manufacturing, food and agricultural pratian, financial services, education,
and other critical industries and businesses.

« Workers required in person to support Software &sraice businesses that enable
remote working, performance of business operatidissance learning, media services,
and digital health offerings, or required for teictah support crucial for business
continuity and connectivity.

OTHER COMMUNITY- OR GOVERNMENT-BASED OPERATIONS AND
ESSENTIAL FUNCTIONS

« Workers to ensure continuity of building functiong;luding but not limited to security
and environmental controls (e.g., HVAC), the mantfeing and distribution of the
products required for these functions, and the psramd inspections for construction
supporting essential infrastructure.

« Elections personnel to include both public and g@evsector elections support.

« Workers supporting the operations of the judicystem, including judges, lawyers, and
others providing legal assistance.

« Workers who support administration and deliveryioémployment insurance programs,
income maintenance, employment service, disassgstasce, workers’ compensation
insurance and benefits programs, and pandemidasses
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« Federal, State, and Local, Tribal, and Territagaernment workers who support
Mission Essential Functions and communications agts:

« Trade Officials (FTA negotiators; international @débw administrators).

« Workers who support radio, print, internet anduisien news and media services,
including, but not limited to front line news repans, studio, and technicians for
newsgathering, reporting, and publishing news.

« Workers supporting Census 2020.

« Weather forecasters.

« Clergy for essential support.

« Workers who maintain digital systems infrastructsm@porting other critical government
operations.

« Workers who support necessary permitting, crediemgiavetting, and licensing for
essential critical infrastructure workers and tlogerations.

« Customs and immigration workers who are criticala@litating trade in support of the
national emergency response supply chain.

« Educators supporting public and private K-12 schooblleges, and universities for
purposes of facilitating distance learning or perimg other essential functions.

« Workers at testing centers for emergency medic&lces and other healthcare workers.

- Staff at government offices who perform title séamotary, and recording services in
support of mortgage and real estate services anddctions.

+ Residential and commercial real estate serviceyding settlement services.

« Workers supporting essential maintenance, manufagtudesign, operation, inspection,

security, and construction for essential produsgsyices, supply chain, and COVID-19

relief efforts.

Workers performing services to animals in humare ciaacluding zoos and aquariums.

Engineers performing or supporting safety insp&stio

Veterinary nurses, technicians, veterinarians,ahdr services supporting individuals

and organizations with service animals, searchrasdue dogs, and support animals.

Workers providing dependent care servigesluding childcareeldercare, and other

service providersecessary to maintain a comprehensive, suppontiviecament for

individuals and caregivers needing these services.

CRITICAL MANUFACTURING

« Workers necessary for the manufacturing of metatsuding steel and aluminum),
industrial minerals, semiconductors, materials pradiucts needed for medical supply
chains and for supply chains associated with tr@afon, aerospace, energy,
communications, information technology, food andcdfure, chemical manufacturing,
nuclear facilities, wood products, commodities uaeduel for power generation facilities,
the operation of dams, water and wastewater tredfmpeocessing and reprocessing of
solid waste, emergency services, and the defedsstiial base. Additionally, workers
needed to maintain the continuity of these manufaxg functions and associated supply
chains, and workers necessary to maintain a matwiiag operation in warm standby.

« Workers necessary for the manufacturing of mateaat products needed to
manufacture medical equipmeri® PE andsanctioned substitutes fPPE.
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Workers necessary for mining and production ofeaitminerals, materials and
associated essential supply chains, and workesyedgn the manufacture and
maintenance of equipment and other infrastructacessary for mining production and
distribution.

« Workers who produce or manufacture parts or equiptiat supports continued
operations for any essential services and incrisagamote workforce, including
computing and communication devices, semiconducéms equipment such as security
tools for Security Operations Centers (SOCs) oa datters.

« Workers manufacturing or providing parts and equptrthat enable the maintenance

and continued operation of essential businessesaaiities.

HAZARDOUS MATERIALS

« Workers who manage hazardous materials associatiedmy other essential activity,
including but not limited to healthcare waste (nsatjipharmaceuticals, medical material
production, and testing operations from laborasopecessing and testing kits) and
energy (including nuclear facilities).

« Workers who support hazardous materials resporgelaanup.

« Workers who maintain digital systems infrastructsmeporting hazardous materials
management operations.

FINANCIAL SERVICES

« Workers who are needed to provide, process, andtamisystems for processing,
verification, and recording of financial transaasoand services, including payment,
clearing, and settlement; wholesale funding; insceaservices; consumer and
commercial lending; public accounting; and capitakkets activities.

« Workers who are needed to maintain orderly marketations to ensure the continuity
of financial transactions and services.

« Workers who are needed to provide business, conmhegiod consumer access to bank
and non-bank financial services and lending sesyireluding ATMs, lending and
money transmission, lockbox banking, and to moveetiey, checks, securities, and
payments (e.g., armored cash carriers).

« Workers who support financial operations and theta#fing call centers, such as those
staffing data and security operations centers, giagghysical security, or providing
accounting services.

« Workers supporting production and distribution ebd and credit cards.

« Workers providing electronic point of sale suppgmetsonnel for essential businesses and

workers.

Workers who support law enforcement requests apdatiregulatory compliance

efforts critical to national security, such as nreganti-money laundering and countering

terrorist financing and sanctions screening requanets.

CHEMICAL
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« Workers supporting the chemical and industrial ggsply chains, including workers at
chemical manufacturing plants, laboratories, distion facilities, and workers who
transport basic raw chemical materials to the predkiof industrial and consumer goods,
including hand sanitizers, food and food additiy@sgrmaceuticals, paintings and
coatings, textiles, building materials, plumbintgatrical, and paper products.

« Workers supporting the safe transportation of clkatsj including those supporting tank
truck cleaning facilities and workers who manufaetpackaging items.

« Workers supporting the production of protectiveacieg and medical solutions, PPE,
chemical consumer and institutional products, éesitants, fragrances, and packaging
that prevents the contamination of food, water, imed, among others essential
products.

«  Workers supporting the operation and maintenandaailities (particularly those with
high risk chemicals and sites that cannot be sbwingl whose work cannot be done
remotely and requires the presence of highly tchjpersonnel to ensure safe operations,
including plant contract workers who provide insj@ts.

« Workers (including those in glass container manuifi@eg) who support the production
and
transportation of chlorine and alkali manufacturismgle-use plastics, and packaging
that prevents the contamination or supports théirmeed manufacture of food, water,
medicine, and other essential products.

DEFENSE INDUSTRIAL BASE

« Workers who support the essential services requaredeet national security
commitments to the federal government and U.Stayli including, but are not limited
to, space and aerospace workers, nuclear mattekemspmechanical and software
engineers (various disciplines), manufacturing pratiuction workers, IT support,
security staff, security personnel, intelligencppsurt, aircraft and weapon system
mechanics and maintainers, and sanitary workersmadiatain the hygienic viability of
necessary facilities.

« Personnel working for companies, and their subeattrs, who perform under contract
or sub-contract to the Department of Defense (Daf) the Department of Energy
(DoE) (on nuclear matters), as well as personngbaernmenbwned/government
operated and governmeowned/contractor operated facilities, and who mev
materials and services tiee-BebB-aneDOE (on nuclear mattersihd the DoDlincluding
support for weapon systems, software systems amersgcurity, defense and
intelligence communications, surveillance, sal&/@. defense articles and services for
export to foreign allies and partners (as authdrlzgthe U.S. government), and space
systems and other activities in support of ourtamyi, intelligence, and space forces.

COMMERCIAL FACILITIES

+  Workers who support the supply chain of buildingenals from production through
application and installation, including cabinetiixtures, doors, cement, hardware,
plumbing (including parts and services), electrib@lating and cooling, refrigeration,
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appliances, paint and coatings, and workers wheigecservices that enable repair
materials and equipment for essential functions.

« Workers supporting ecommeroéessential goodthrough distribution, warehouse, call
center facilities, and other essential operatisogport functions, that accept, store, and
process goods, and that facilitate their transportand delivery.

« Workers inretail and non-retail businesses — and necesserghant wholesalers and
distributors- necessary to provide acceshardware and building materiadssres
necessary-to-provide-acceseisential suppliesconsumer electronics, technologpyd
products appliancesetail andrelatednerchant-whelesalers-and-distributersergency
preparedness supplies, home exercise and fitnppdies) and home school instructional
supplies.

« Workers distributing, servicing, repairing, insiadj residential and commercial HVAC
systems, boilers, furnaces and other heating, mgotefrigeration, and ventilation
equipment.

« Workers supporting the operations of commercialdougs that are critical to safety,
security, and the continuance of essential aatwjtsuch as on-site property managers,
building engineers, security staff, fire safetyedtors, janitorial personnel, and service
technicians (e.g., mechanical, HVAC, plumbers, telgans, and elevator).

« Management and staff at hotels and other tempdodging facilities that provide for
COVID-19 mitigation, containment, and treatment swas or provide accommodations
for essential workers.

RESIDENTIAL/SHELTER FACILITIES, HOUSING AND REAL ESTATE, AND
RELATED SERVICES

essenﬂ&l—weﬁeep&eanﬁenmae%ework

« Workers who support food, shelter, and social sessiand other necessities of life for
needy groups and individuals, including in-needuafions and COVID-19 responders
including travelling medical staff.

« Workers in animal shelters.

« Workers responsible for the leasing of residemtiaberties to provide individuals and
families with ready access to available housing.

« Workers responsible for handling property managemmaintenance, and related service
calls who can coordinate the response to emerdatdyome” situations requiring
immediate attention, as well as facilitate the ptiom of deliveries, mail, and other
necessary services.

« Workers performing housing and commercial consioaatelated activities, including
thosesupporting the sale, transportation, and instaltatif manufactured homes.

«  Workerssupporting government functions related to thedingl and development
process, such as inspections, permitting, andnelew services that can be modified to
protect the public health, but fundamentally shaxddtinue and enable the continuity of
the construction industry (e.g., allow qualifiedvpte third-party inspections in case of
federal government shutdown).
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« Workers performing services in support of the didemd disabled populations who
coordinate a variety of services, including healithe appointments and activities of daily
living.

« Workers responsible for the movement] provisioningf household goods.

HYGIENE PRODUCTS AND SERVICES

«  Workers who produce hygiene products.

« Workers in laundromats, laundry services, and tgrers.

« Workers providing personal and household goodsirepnd maintenance.

« Workers providing disinfection services for all esgal facilties and modes of
transportation and who support the sanitation bfacad manufacturing processes and
operations from wholesale to retail.

« Workers necessary for the installation, maintenadistribution, and manufacturing of
water and space heating equipment and its comp&nent

« Support required for continuity of services, indhglcommercial disinfectant services,
janitorial and cleaning personnel, and supportgrersl functions that need freedom of
movement to access facilities in support of frané-MWorkers.

« Workers supporting the production of home cleanpest control, and other essential
products necessary to clean, disinfect, sanitizeé,emsure the cleanliness of residential
homes, shelters, and commercial facilities.

« Workers supporting agriculture irrigation infrastture.

« Workers supporting the production of home clearingd pest control products.
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