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New York courts consistently apply established dis-
covery principles in the context of discovery requests 
seeking a party’s social media information.5 A party seek-
ing access to social media postings is required to specify 
the evidence sought and “…establish a factual predicate 
with respect to the relevancy of the evidence.”6

In practice, however the broad discovery mandate 
contained in CPLR 3101(a) may not pave an easy path 
for parties looking to discover private social media 
information. 

Recent Case Law
In Forman v. Henkin,7 the plaintiff was seeking dam-

ages for injuries allegedly incurred while riding one of 
the defendant’s horses. Specifically, the plaintiff claimed, 
“the accident resulted in cognitive and physical injuries 
that have limited her ability to participate in social and 
recreational activities.”8 At her deposition, the plaintiff 
testified that she had posted and sent messages on her 
Facebook account during the time period surrounding her 
injury.9 As a result, the defendant sought an order com-
pelling the plaintiff to provide the defendant unlimited 
authorization to obtain records from her Facebook ac-
count.10 The trial court granted the motion to compel and 
the First Department, in reversing the trial court’s order, 
held that the defendant had not established entitlement to 
the plaintiff’s private Facebook postings merely because 
the plaintiff had admittedly used the social media website 
in the past.11 Although the First Department noted that 
there hypothetically may be photographs or messages on 
the plaintiffs account that dispute her claimed injuries, it 
continued,

[D]efendant’s speculation that the re-
quested information might be relevant to 
rebut plaintiff’s claims of injury or dis-
ability is not a proper basis for requiring 
access to plaintiff’s Facebook account. 
Allowing the unbridled disclosure of such 
information, based merely on speculation 
that some relevant information might be 
found, is the very type of “fishing expedi-
tion” that cannot be countenanced.12 

The average person spends approximately two hours 
on social media every day, outranking the average total 
time spent eating, drinking, socializing, and grooming.1 
Social media platforms are steadily becoming one of the 
most commonly used forms of communication and ex-
pression. Whether it be the illusory protection of a com-
puter screen, or the appearance of control with regard to 
where and with whom such information is shared, many 
people write or post items on the internet that they would 
not necessarily say in person. 

In a realm when people are often tempted to say 
and do things they would not otherwise do, the result of 
disclosing such content to an opposing party in litigation 
could be disastrous. The sheer quantity of information 
stored on social media websites makes them an attractive 
source of discoverable information for practitioners and 
a potential minefield of harmful information for litigants. 
As a result, the platforms have become fertile ground for 
practitioners to request disclosure of private messages, 
posts, and even a party’s username and password in 
discovery. Regardless of any appearance of privacy, prac-
titioners and clients alike should be aware of the very real 
danger that the content of social media accounts may be 
discoverable in litigation. In resolving disputes over such 
disclosure requests, courts appear to employ a fact-based, 
case-by-case balancing test ensuring both full disclosure 
of all material relevant to the prosecution or defense of an 
action but also seeking to protect individual privacy. 

The New York Courts’ Approach to Disclosure of 
Contents on Private Social Media Websites

New York Civil Practice Law and Rules (CPLR) 
3101(a) requires “full disclosure of all matter material 
and necessary in the prosecution or defense of an action.” 
Courts in New York have applied this broad statutory 
scope of disclosure to the discovery of social media web-
sites, such as Facebook, Twitter and Instagram. Under 
New York law, social media postings relevant to the is-
sues in a case are not necessarily shielded from discovery 
merely because a party used a social media website’s pri-
vacy settings to restrict access to certain postings.2 

The mere fact that a party utilized a social media 
account is, however, an insufficient basis to provide an 
opposing party unlimited access to such an account.3 
For example, with regard to a personal injury action, the 
party requesting access to the social media account has 
the burden of establishing that the social media account 
contains information that “contradicts or conflicts with 
plaintiff’s alleged restrictions, disabilities, and losses and 
other claims” in order for the posting to be discoverable.4 
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Method of Disclosing Information Contained on 
Social Media Accounts 

New York courts have taken a variety of approaches 
concerning the manner in which material stored on social 
media websites should be disclosed. In some instances, 
full access to a party’s social media account has been 
granted with no restrictions. For example, in Romano v. 
Steelcase Inc.,22 the court directed the plaintiff to deliver “a 
properly executed consent and authorization ... permit-
ting [the] defendant to gain access to plaintiff’s Facebook 
and MySpace records, including any records previously 
deleted or archived” by the websites.

Alternatively, certain courts have ordered parties to 
produce physical copies of specific information stored on 
social media accounts. In Jennings v. TD Bank,23 the court 
ordered the plaintiff “to produce any and all current and 
historical Facebook pictures, videos or relevant status 
postings from her personal Facebook account since the 
date of the alleged incident, including any records previ-
ously deleted or archived ....”24

In an effort to protect a litigant’s privacy, some New 
York courts have directed that a party’s Facebook post-
ings be submitted to the court for an in camera inspection 
to assess the materiality and relevance of the materials.25

New York courts have recognized, however, that in 
certain situations not all social media communications are 
relevant to a party’s claims.26 In Melissa G, the court did 
not grant defendant’s request for “the complete, unedited 
account data” of plaintiff’s Facebook accounts, noting 
that “[t]he fact that an individual may express some de-
gree of joy, happiness, or sociability on certain occasions 
sheds little light on the issue of whether he or she is actu-
ally suffering emotional distress.”27 Accordingly, the court 
held that not all of plaintiff’s personal communications 
were properly subject to scrutiny in connection with her 
claims.28 

Potential Pitfalls in Requesting Unfettered Access 
of a Party’s Social Media Account

Practitioners should be wary of requesting unlimited 
access to an individual’s social media account in the form 
of a username and password as opposed to a more nu-
anced request. In a recent case in the state of New Jersey,29 
the defendants moved for an order compelling the plain-
tiff to provide her username and password for all social 
media accounts utilized by the plaintiff. The Court held:

A request that the plaintiff produce the 
user name and password for all plain-
tiff’s social medical accounts is not 
“calculated” to lead to the discovery of 
admissible evidence. There is no infor-
mation that is available to the defendant 
that suggests that defendant is privy to 
some investigation signifying that there 
is information in plaintiff’s social media 

On February 3, 2018, the Court of Appeals reversed 
the First Department’s holding in Forman, noting that 
discovery requests, including those involving social 
media, “must be evaluated on a case-by-case basis with 
due regard for the strong policy supporting open disclo-
sure.”13 The Court instructed, “[r]ather than applying 
a one-size-fits-all rule at either of these extremes [full 
disclosure of social media accounts or no disclosure of 
social media accounts], courts addressing disputes over 
the scope of social media discovery should employ our 
well-established rules—there is no need for a specialized 
or heightened factual predicate to avoid improper ‘fish-
ing expeditions.’”14

 The Court noted relevant considerations in relation 
to social media discovery and concluded, “the Appel-
late Division erred in concluding that defendant had not 
met his threshold burden of showing that the materials 
from plaintiff’s Facebook account that were ordered to 
be disclosed pursuant to the Supreme Court’s order were 
reasonably calculated to contain evidence ‘material and 
necessary’ to the litigation.”15

Likewise, in Melissa G v. North Babylon Union Free 
Sch. Dist.,16 the plaintiff alleged that, as a result of inju-
ries stemming from illegal sexual contact with a teacher, 
the plaintiff missed school, suffered emotional distress, 
suffered from post-traumatic stress disorder, mental 
anguish, lost her employment and her educational and 
employment opportunities were either lost or impaired.17 
In reviewing the public portion of the plaintiff’s Facebook 
page, the defendant discovered photographs of the plain-
tiff engaged in a number of recreational activities includ-
ing working, rock climbing and drinking with friends.18 
As a result, the defendant requested “authorizations to 
obtain full access to and copies of the plaintiff’s current 
and historical records/information on her Facebook and 
MySpace accounts.”19 The court held that the defendant 
had established the requisite factual predicate to be grant-
ed access to plaintiff’s Facebook account explaining,

[i]n light of the fact that the public por-
tions of Plaintiff’s social networking sites 
contain material that is contrary to her 
claims and deposition testimony, there is 
a reasonable likelihood that the private 
portions of her sites may contain further 
evidence such as information with regard 
to her activities and enjoyment of life, all 
of which are material and relevant to the 
defense of this action.20

The court directed the plaintiff to “print out and to 
retain all photographs and videos, whether posted by 
others or by plaintiff herself, as well as status postings 
and comments posted on plaintiff’s Facebook accounts, 
including all deleted materials.”21
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saging option that is available through 
Facebook accounts, private messages sent 
by or received by plaintiff need not be 
reviewed, absent any evidence that such 
routine communications with family and 
friends contain information that is mate-
rial and necessary to the defense.36 

In 2012, a criminal court in the state of New York un-
dertook and in-depth analysis of privacy concerns in rela-
tion to social media accounts. In People v. Harris, the court 
compared certain aspects of individuals social media ac-
counts to bank statements, stating,

Like bank records, user information and 
Tweets can contain sensitive personal 
information. With a click of the mouse 
or now with even the touch of a finger, 
Twitter users are able to transmit their 
personal thoughts, ideas, declarations, 
schemes, pictures, videos and location, 
for the public to view. The widely be-
lieved (though mistaken) notion that 
any disclosure of a user’s information 
would first be requested from the user 
and require approval by the user is 
understandable, but wrong. While the 
Fourth Amendment provides protection 
for our physical homes, we do not have 
a physical “home” on the Internet * * *As 
a consequence, some of our most private 
information is sent to third parties and 
held far away on remote network servers. 
A Twitter user may think that the same 
“home” principle may be applied to their 
Twitter account. When in reality the user 
is sending information to the third party, 
Twitter. At the same time the user is also 
granting a license for Twitter to distribute 
that information to anyone, any way and 
for any reason it chooses.37 

The Court reasoned that although a great deal of per-
sonal information may be contained on an individual’s 
twitter account, because Twitter does not guarantee 
privacy to its users, and indeed notifies users that their 
tweets are publicly viewable on default sites, tweets were 
public.38 Thus, the defendant had no standing to quash a 
subpoena for his Twitter records on privacy grounds.39

Conclusion
As communications via social media and other elec-

tronic formats continue to rise exponentially in popularity, 
the frequency in which such communications are request-
ed in discovery practice will likewise rise. Accessing the 
group chat of employees, instant messages of co-workers, 
an individual’s associations and opinions, and even po-
tentially assessing the amount of funds a potential defen-
dant may have access to, can all be obtained through the 

accounts that in any way contradicts any 
of the information supplied by plaintiff 
in discovery to date. To compel produc-
tion of the user name and password of 
all plaintiff’s social media accounts may 
result in the disclosure of a great deal of 
potentially personal, sensitive informa-
tion unrelated to any issue arising in the 
litigation. Moreover, for the reasons set 
forth above, entry of the order sought by 
defense counsel would be an extremely 
intrusive not only to the plaintiff, but 
any of plaintiff’s Facebook friends.30 

Potential Constitutional Privacy Issues and 
Fourth Amendment Protections

Some litigants have turned to the protections pro-
vided by the Fourth Amendment in order to prevent 
the disclosure of information contained on social media 
accounts. As it became clear that privacy settings on 
various social media websites were insufficient to pro-
tect information from disclosure in litigation, questions 
arose regarding whether certain circumstances could 
give rise to a reasonable expectation of privacy on social 
media accounts in order to invoke the protections of the 
Fourth Amendment. The Fourth Amendment’s right to 
privacy protects people, not the platform on which an 
individual choses to express herself.31 In order for a right 
to privacy to exist under the Fourth Amendment, courts 
require, “first that a person have exhibited an actual 
(subjective) expectation of privacy and, second, that the 
expectation be one that society is prepared to recognize 
as reasonable.”32 

Although courts have held that a reasonable expecta-
tion of privacy may exist in the context of social media 
postings and/or internet communications, it is unclear to 
what extent such expectation may actually protect mate-
rial from being discoverable in a litigation. The Second 
Circuit has held that a reasonable expectation of privacy 
may exist in postings made on the internet or in email.33 
The District Court of New Jersey likewise addressed pri-
vacy expectations in connection with emails and other 
shared writings such as social media posts. In Beye v. Ho-
rizon Blue Cross Blue Shield of New Jersey,34 the court held 
that in connection with online journals and diary entries 
of children who had been denied health coverage as a 
result of alleged eating disorders, “[t]he privacy concerns 
are far less where the beneficiary herself chose to disclose 
the information.”35 In Mellissa G., discussed at length 
supra, although the court did grant defendant access to 
much of plaintiff’s social media postings, the First De-
partment appeared to invoke the protection of the Fourth 
Amendment in limiting the scope of the discoverable 
information explaining, 

Since there is a reasonable expectation of 
privacy attached to the one-on-one mes-
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MySpace profile pages, that her private pages may contain 
materials and information that are relevant to her claims or 
that may lead to the disclosure of admissible evidence. To deny 
Defendant an opportunity access to these sites not only would 
go against the liberal discovery policies of New York favoring 
pre-trial disclosure, but would condone Plaintiff’s attempt to hide 
relevant information behind self-regulated privacy settings.”).
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disclosure of social media account information. Whether 
it be in connection with the drafting of a litigation hold 
notice, discovery requests, or general advice, practitio-
ners should be aware of the dangers and opportunities 
contained on so-called private social media accounts. The 
discoverability of information contained on social media 
accounts may depend upon a balancing of disclosing all 
relevant material to a litigation, and the degree to which 
the protection of personal privacy is implicated.
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